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1. PE3YJIBTATHBI OCBOEHUSA ITPOT'PAMMBI IPO®PECCHUOHAJIBHOI'O MOAYJIA
1.1. Bua negreanHocTH

PesynbraToM ocBOeHHsI MPO(hecCHOHAIBHOTO MOYJIS SIBIISIETCSI OCBOCHUE BUIA ESITEILHOCTH

3aH_[I/ITa I/IH(l)OpMaI_[I/II/I B I/IH(I)OpMaI_II/IOHHO'TCHGKOMMYHI/IKEU_II/IOHHBIX CUCTEMAaX H CCTIX C

WCIOJIb30BAHUEM TPOTrPAMMHBIX U MPOrPaMMHO-AIAPATHBIX, B TOM YHUCIIE KPHUIITOrpahuIecKux

CPEJICTB 3allUThI:

B pesynbrare ocBoeHUs TporpamMmbl MPOGECCHOHAITBHOTO MOJTYJIS Y O0YyYArOIINXCS JIOJKHBI

OBITh C(i)OpMI/IpOBaHI)I CIICAYIOMUC KOMIICTCHIINH, ITIOJTYYCHBI 3HAHWUA U PA3BUTBl YMCHU:

NPUMECHUTECIBHO K
Pa3IMYHBIM KOHTCKCTaM

Tabmuma 1
Kon Copep:xanue IMoka3aTe/u OlleHKH pe3yJbTaTa (3HAHMA,
KOMMeETEeHI[HH KOMMETEeHIIUH yMeHusl)
OK 01 BriOupath criocoOsl Ymenus:
peueHus 3aaa4 pacro3HaBaTh 3a/1a9y u/uni mpooieMy
npodecCHOHATBHON B Mpo¢eCcCHOHATHFHOM u/unu
NEeSITEITIHOCTH,

COLIMAJIbHOM KOHTEKCTE;
aHAIM3UPOBATH 3a7a4y U/ MU NpodiaemMy u
BBIJIETISITh €€ COCTaBHBIE YACTH; ONPEALTATh
JTamnbl peleHus 3a1auu;
BBISIBIIATH U 3(PEKTUBHO UCKaTh HH(OPMALIHIO,
HEOOXOUMYIO JUIsl pelIeHMs] 3aJaydl  W/Win
poOJIEMBI;
COCTaBUTH IIJIaH ACHCTBUS;

OTIpeACTUTh HEOOXOAUMBIE PECYPCHI;

BJIQJIETh AaKTyaJbHBIMU METOAaMH pPalbOThl B
pohecCHOHATBLHOM U CMEXHBIX cepax;
pean30BaTh COCTABICHHBIN IUIaH;

OLICHUBATh PE3YJbTaT M TOCIEICTBHS CBOUX
JEWCTBUH (CaMOCTOSATENEHO WJIM C TIOMOIIBIO
HAaCTaBHHKA).

3HaHUs: aKTyaJIbHBINA MPOhEeCCHOHATBHBINA U
COLIMAJIbHBIN KOHTEKCT, B KOTOPOM
NPUXOAUTCS paboTaTh U KUTH;,

OCHOBHBIE HCTOUHUKH uH(popMaluy U
pecypchl AJis peleHus 3a1a4d u mpoodiemM B

npodeccuoHaIbHOM U/UITN

COLIMAJIbHOM KOHTEKCTE;

JITOPUTMBI BBITOJIHEHUS pabor B
npodecCuoHaIbHON U CMEKHBIX 00J1aCTAX;
MeTOAbl paboThl B MPO(ECCHOHANBHOM "
CMEXHBIX cdepax;

CTPYKTYpY IJIaHa JUIs pelleHUs 3ajay;

MOPSIIOK OLEHKH pEe3yJbTaTOB pELIEHUs 3a]a4
npohecCuOHaTbHOM e TENbHOCTH.
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OK 02

Ocy1iecTBISTh MOUCK,
aHamm3 u
WHTEPIIPETAIIIO
uH(pOpMaIny,
HE00X0IUMOM st

YMeHnus:

— ONpEeNeNATh 3a/1a41 ISl IOMCKa HHPOPMALIH;
— ONPEAEISATH HEO0OXOAUMBIE
UCTOYHUKU MH(POPMALINY;

— INIAHUPOBATH IMPOLCCC MMOUCKA,

BBITIOJIHCHUA 3a1a4
pohecCUOHATBLHOM
JIeATEIIbHOCTH

— CTPYKTYPHPOBATh IOJIy4aeMylo HH(OpMAIHIO;
BBIICJIATE HamOoliee 3HAYMMOE B IEPEYHE
uHpOpMaINK;
— OIICHHBATh PaKTUYECKYIO 3HAaYMMOCTb
PEe3yIbTaTOB ITOHCKA,;

— 0hOopMIIAThH Pe3yIbTaThI IIOUCKA.

3HaHu4:

— HOMCHKJIATypa I/IH(bOpMaIII/IOHHBIX HCTOYHHUKOB,

MIPUMEHSAEMBIX B poeCCUOHATBHON
JESTEIILHOCTH,
— IpUEMBl  CTPYKTYPHPOBaHUS  HH(POPMAIUH;
- ¢opmar  odopmieHHUS pE3yTbTATOB IOUCKA
nHpopmanuu.
OK 03 [lnanupoBath u YmMenus:
pCAT30BBIBATH — OIPeNeNATh aKTyaJbHOCTh HOPMaTUBHOIPABOBOM
cobeTBerHOe JOKYMEHTAIHH B npobeccHoHaNBHOM
npo¢eCCHOHAIIBHOE U JESITETHHOCTH:
JMYHOCTHOE Pa3BUTHE
— BBICTPaUBATh TPACKTOPUHU MPO(PECCHOHATBHOTO U
JUYHOCTHOT'O Pa3BUTHUSI 3HAHUSA:
— COJepXKaHUE aKTyaJlbHOW HOPMATHBHOIIPABOBOM
JOKYMEHTAIUH;
— COBpeMeHHasi Hay4yHas U npodeccruoHalbHas
TEPMHUHOJIOTHS;
— BO3MOXHBIE TPACKTOPUU MPOPECCHOHAIBHOTO
pa3BUTHUS U CaMOOOpa30BaHUs
OK 04 PabGoTaTh B KOJUICKTUBE U | YMECHHUS:

KoMaH/Ie, 3PHEKTUBHO
B3aMMO/ICHICTBOBATH C
KOJIJIETaMH,
PYKOBOJICTBOM,
KJIMEHTaMH

— OpPraHu30BbIBaTH pPabOTy KOJUIEKTHBA H
KOMAaH/IBI;

— B3aMMOJICHCTBOBATh C KOJJIEraMH, PyKOBOACTBOM,
KIMEHTaMH.

3HaHHuA:

— TIICHMXOJIOTYS KOJUIEKTHBA,

— TIICHMXOJIOTYS JIMYHOCTH;

— OCHOBBEI HpOeKTHOﬁ ACATCIIBHOCTH.
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OK 09

Hcnonb3oBarh
nH(pOPMAaIMOHHBIE
TEXHOJIOTUH B
npodeccuoHanbHOM
JeATeIbHOCTH

YMmeHust:

-  TNPUMEHATh  CpPEeACTBa  HHQPOPMAIMOHHBIX
TEXHOJOTUH Ui pemeHus MpodhecCHOHATbHBIX
3a/1a4;

— HUCIIOJIB30BAaTh COBPEMEHHOE MPOTPaMMHOE
obecrneueHue.

3HaHwuS:

— COBpPEMEHHBIC CpencTBa u

yCTpoiCcTBa HH(DOPMATH3ALINN;
— TOpPSANOK WX TIPUMEHEHUS U MPOTPaMMHOE

o0ecrnieueHne B npoeccuoHaIbHOM
JIEATEIIbHOCTH.

OK 10

ITomp30BaThCH
poeCCUOHATBHON
JIOKyMEHTaluen Ha

YmMmenus:

— IIOHUMAaThb 06HII/H>'I CMBICJI YCTKO HPOMU3HCCCHHBIX
BBICKa3bIBAHUM Ha M3BECTHEIE TEMBI

rOCyJJapCTBEHHOM U
WHOCTPAaHHBIX S3bIKaX.

(mpodeccuoHanbHble U OBITOBBIE), IOHHUMATh
TEKCThI Ha 6a30BbI€ MPO(ecCHOHANIBHBIE TEMBI;

— yYacTBOBATh B JMAJIOrax Ha 3HAKOMBIC OOIIHE U
poQeCCHOHATILHBIE TEMBI;

— CTPOWTH TPOCTHIE BBICKA3bIBaHUS O cebe W O
cBOEH MPOQeCCHOHAILHON ACSITEIIBHOCTH;

— KpaTko OOOCHOBBIBaTb M OOBSACHUTH CBOU
neicTBUs (TEKylMe W IJIAHUPYEMBbIe); MHCaTh
IPOCTHIE CBSA3HBIE COOOIICHHS Ha 3HAKOMBIE WU
MHTEpeCyolIne nNpodeccuoHalbHbIe TEMBI.

3HaHUS:

— TpaBUiIa MOCTPOEHUS MPOCTHIX U CIOKHBIX
peUIokKeHNH Ha podeccuoHaNbHbIE TEMBI,

— OCHOBHBIE  OOILIEYNOTPEOUTENbHBIE  TJIAroJbl
(6p1TOBast M IpOPecCHOHATIbHAS JICKCHKA);

— JIEKCUYECKUN MHUHUMYM, OTHOCAILIMICS K
OMHCAHUIO TPEIMETOB, CPEICTB M IMPOIECCOB
pohecCUOHATLHOM IS TEIBHOCTH;

0COOEHHOCTHU IMPOU3HOIICHMA, IIpaBUJia YTCHHA
TCKCTOB HpO(i)eCCHOHaHLHOI;'I HaIIpaBJICHHOCTHU.

Tabmumna 2

Koxa IIK

HanmeHoBaHMe KOMIIETEHIIUH

T1K 2.1

[Ipon3BOANUTE YCTAaHOBKY, HACTPOWKY, UCIIBITAaHUSI U KOH(PUTYPHUPOBAHKE TPOTPAMMHBIX
U TIpOTrpaMMHO-aNNapaTHbIX, B TOM YHUCIIE KpUNTOrpaduecKuX CPeCTB 3alUThI
MH(pOpPMAaIMK OT HECAHKLIMOHUPOBAHHOT'O JIOCTYTIA U CIIELUAIbHBIX BO3/ICHCTBUI B

O60py,Z[OBaHI/Ie I/IH(I)OpMaI_[I/IOHHO — TCIICKOMMYHUKAIIUOHHBIX CUCTCM U CETeH.
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K 2.2 [lomnepxkuBarh OecriepebOiiHYI0 pabOTy MPOrPaMMHBIX U MPOTPAMMHO-AIIAPATHBIX, B
TOM 4YHCIIe KpUNTOrpaguuecKux CpeacTB 3amuThl HHGOpMamuu B WHGOPMAIMOHHO —
TEJICKOMMYHHUKAIIMOHHBIX CHCTEMaX U CETSX.

K 2.3 |OcymecTBisaTh 3amuty HHGOpPMANMK OT HECAHKIMOHHPOBAHHBIX JICHCTBUH W
CHEIMAIbHBIX BO3JCHCTBUI B MH()OPMAIIMOHHO — TEIEKOMMYHHKAIIMOHHBIX CUCTEMax U
CeTSIX C HWCIOJB30BAHWEM IPOTPAMMHBIX W IMPOTrPAMMHO-ANMAPATHBIX, B TOM YHCIIC
KpUTITOTpaQUIECKUX CPEJCTB B COOTBETCTBHUH C NIPEIBIBICHHBIMU TPSOOBAHMSIMH.

Tabmuma 3

YMeTh:

V-1 |BBISBIATH U OLIEHUBATh Yrpo3bl Oe3omacHocTH nHpopmanuu B UTKC;

V-2 |HacTpamBaTh U MPUMEHSTH CPEJCTBA 3AIIUTH HH(POPMAIIMK B OTIEPAITMOHHBIX CHCTEMAaX, B

TOM YHMCJI€ CPEICTBA AaHTUBUPYCHOW 3allIUThI;

V-3  |IpoBOAMTH YCTAaHOBKY M HACTPOMKY MPOTPAMMHBIX W MPOTPAMMHO-ANMApaTHBIX, B TOM|
gHCIIe KPUITOTpaQHIECKUX CPEeICTB 3aIUThI HH()OPMAINH;

V-4  |npoBOAHUTH KOH(PUTYPUPOBAHKE MPOTPAMMHBIX W IMPOTPAMMHO-AINAPATHBIX, B TOM YHCIIC
KpUnTorpapuueckux CpeJCcTB 3alIUThl HHPOPMAIHH;

V-5 |npoBOAMTH KOHTPOJIB TOKa3aTelied W mporecca (PYHKIHMOHUPOBAHUS MPOrPAMMHBIX U
MPOrpaMMHO-AIIIAPATHBIX, B TOM YHCJIE KPUOTOrpaHUECKUX CpPEJCTB  3aIIUTHI
nHpopManuy;

V-6 |mpoBOAUTH BOCCTaHOBJIEHHE MpoIlecca U NapaMeTpoB (PYHKIIMOHUPOBAHUS MPOTPAMMHBIX U
MPOrpaMMHO-ANIMapaTHbBIX, B TOM 4YHUCJIE KPUOTOrpaUuecKux CpEeACTB  3allUThI
nHpOpMaIuu;

Y-7 |npoBoaUTH TEXHUYECKOE oOcityK1BaHHe u PEMOHT POrpaMMHBIX u
MpOrpaMMHOANNapaTHBIX, B TOM YHCIIe KpUITOrpaduueCKUX CPECTB 3alUThl HH()OPMALIUH.

3HaTth:

3-1 |Bo3MoOxkHBIC yrpo3bl 6e3omacHocTH HHPopmaruu B UTKC;

3-2  |cmocoObl 3amuThl HHGOPMAITUU OT HeCaHKITMOHUpOBaHHOTO fnoctyna (nanee — HCI) u
CIIeMaJIbHBIX BO3JACHCTBUN Ha HEE;

3-3  |TUIOBBIE MPOrpaMMHBIE U MPOrPAMMHO-ANNapaTHbIE CPEICTBA 3aLIUTHI HHGOPMAIIUU B
MH(OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEMAX U CETSIX;

3-4  |kpunrtorpaduyeckue cpeacTBa 3amuThl HHGOpPMaluu KOHGUACHIINAIHLHOTO XapakTepa,
KOTOpBIE MPUMEHSIOTCS B MTHPOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CUCTEMAaX U CETSX;

3-5 |mopsaok TecTHpoBaHUs (GYHKIUI MPOrpaMMHBIX U TPOrPAMMHO-AMMapaTHBIX, B TOM YUCIIE
KpUnTorpapuueckux CpeJCcTB 3alIUThl HHPOPMAIIHH;

3-6 |opraHmzaIfio u coAepKaHue TEXHUUECKOTO OOCITYKUBAHHS U PEMOHTA MPOTPaMMHO-
AnmapaTHBIX, B TOM YHCIIE KPUNTOTpadhUUIeCKUX CPEACTB 3alUThl HH(OPMAIIUK;

3-7 |mOpsAAOK M TpaBWJIa BEACHUS SKCIUTYyaTAal[MOHHOM [OKYMEHTallud Ha MPOTrpaMMHBIE U

MpOTpaMMHO-aMIapaTHbIC, B TOM YUCJIC KpI/IHTOFpa(l)I/I‘{eCKI/IX CpCACTB 3alIUThI I/IH(I)OpMaI_II/II/I.

B PE3YIbTATC OCBOCHUA MPOrpaMMBbI HpO(I)CCCI/IOHaHBHOFO MOIYJIA O6yanOHlI/II‘;IC$I JOJDKCH

HUMCTh HpaKTI/I‘-ICCKI/Iﬁ OIIBIT:

Tabnuua 4

IIpakTHYeCKHH ONBIT:
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110-1

[YCTaHOBKa,

HAaCTpOMKa,

HUCIIbITAaHUA

u

KOH(UTYypHpOBaHUE
[POrpaMMHOAIIIAPATHBIX B TOM YHCJIE KPUNTOTPaQUUECKUX CPEACTB 3alIUThl HHPOPMAIHH
B o6opynoBanuu UTKC;

IPOrpaMMHBIX U

[10-2

rmojiepskanue Oecriepe0orHONM padoThl MPOrPAMMHBIX U MPOrPaMMHO-AMNIAPATHEIX B TOM|
grcie kpunTorpapudeckux cpeacts 3amuTsl nHpopmarmu B UTKC;

I10-3

samuta nHpopmanuu or HCJIl u cnermanbubix BosaeiictBuil B UTKC ¢ ncmonp3oBannem
MMPOrPAMMHBIX ¥ MPOrPAMMHO-AIMIIAPATHBIX B TOM YHCJIE KPUNTOrpaUuecKUX CpEICTB
BaIlUTHl B COOTBETCTBUU C IIPEIBSBISIEMBIMH TPEOOBAHUSIMU.

1.2. MaTpuna komnerenuuii 1M 02

JJIeMeHT

KOC

HpaKTquCKHﬁ OnbIT

IIpoBepsiemble 001IUEe U NpodeccHOHATbHbIE KOMIIETEHIIUM (3HAHUS, YMEHUA),

OK 01

OK 02

OK 03

OK 04

OK 09

OK 10
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K 2.1
K 2.2
MK 2.3

MK 02.01 3amura undopmanuu B ”HGOPMAIMOHHO-TEJIEKOMMYHUKAIMOHHBIX CHCTEMAX

HCIOJIB30BAHMEM NMPOrpaMMHLIX U MPOrpaMMHO-ANNIaAPATHBIX CPEACTB 3allIMThI

H CeTHAX C

JP 1 I A O S S S S I S I I I e I I I I I o I o I I I N I R o I o I
JIP 2 I A O S S S S I S I I I e I I I I I o I o I I I N I R o I o I
JIP 3 oo I Y e B I B I o B o o B I B I I B I B S I S
JIP 4 oo I Y e B I B I o B o o B I B I I B I B S I S
JIP 5 oo I Y e B I B I o B o o B I B I I B I B S I S
JIP 6 o I I e o B I I I I B o o B O I I I o B T I I B I I
JIP 7 o I I e o B I I I I B o o B O I I I o B T I I B I I
JIP 8 o I I e o B I I I I B o o B O I I I o B T I I B I I
JIP 9 o I I e o B I I I I B o o B O I I I o B T I I B I I
JIP 10 o I I o B I e I B o I B O I I I o B I I B I I
JIP 11 o I I o B I e I B o I B O I I I o B I I B I I
JIP 12 o I I o B I e I B o I B O I I I o B I I B I I
JIP 13 o I I o B I e I B o I B O I I I o B I I B I I
JIP 14 o I I e e B I I I B o o I B I A I o I o I I I I
JIP 15 o I I e e B I I I B o o I B I A I o I o I I I I
JIP 16 o I I e e B I I I B o o I B I A I o I o I I I I
JIP 17 SRR N N N I R I I R I I I I R I
JIP 18 | H| |||+ +l+ |+ |+ ||+ |+ ]+ ++ |+ |+ ]+
13 1 | H ||+ +l+ |+ |+ ||+ |+ ]+ + |+ |+
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113 2 e I A A I I B o I S B I S I
1133 +| | |+ ||| |||+ ]+
113 4 e I A A I I B o I S B I S I
113 5 +| | |+ ||| |||+ ]+
113 6 +| | |+ |||+ ]+
1137 +| | |+ |||+ ]+
113 8 +| | |+ |||+ ]+
113 9 +| | |+ |||+ ]+
113 10 +| | |+ |||+ ]+
11311 +| 4+ H|+ |+ |+ |+ + 4+ |+ |+ |+]|+
113 12 I A A N I B I S B I I
113 13 e I A A I B O I I A I A
113 14 e LI I O S o o I O U O A O A B S
113 15 e I A A I B O I I A I A

JIP 1 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
JIP 2 |+ [+ | F [+ ]+ +
JIP 3 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
JIP 4 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
JP 5 |+ [+ | F | F [+ +] H+ ]+ +
JIP 6 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
JIP 7 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
JIP 8 |+ [+ | F | F [+ +] H+ ]+ +
JIP 9 + |+ |+ |+ |+ |+ |+ |+ |+ H+|+]|+]+
JIP 10 + |+ |+ |+ |+ |+ |+ |+ |+ H+|+]|+]+
1131 + |+ |+ |+ [+ |+ |+]+]|+]| + +
1132 + |+ |+ |+ [+ |+ |+]+]|+]| + +
1133 + |+ |+ |+ [+ |+ |+]+]|+]| + +
113 4 |+ |+ |F |||+ + +
113 5 + |+ |+ |+ [+ |+ |+]+]|+]| + +
113 6 + |+ |+ |+ |+ |+ |+ [+]|+]| + +
37 I+ H |+ || FH ||+ ]|+]+ +
113 8 + |+ |+ |+ |+ |+ |+ |+ |+ H+ |+ +
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I13 9 e I I I I B I I e S I IR I R o o I o o o I o

I13 10 S R I I o N A R A I e R N e S N
1311 ++ |+ [+ | F ||| H ||| |||+
I13 12 ++ |+ [+ | F ||| H ||| |||+

Onucanue 1a00paTOPHBIX U MPAKTHYECKUX PabOT cM. — MeToIu4eckue yKa3aHUs 10 BBITOJIHECHUIO

MPaKTHUYECKUX paboT; MeToInyeckne yKka3aHus 1O BBITOJHEHHUIO JIA0OPaTOPHBIX padoT.
2. DOOPMbI IMMPOMEXYTOUYHOM ATTECTAIU mo
HNPOP®PECCUOHAJIBHOMY MOAYJIO

Ob6s13aTenbHON QOPMOIA aTTECTallK TI0 UTOTaM OCBOEHHS MPOrPaMMbl TPO(ECCHOHATEHOTO MOJTY IS
SBIAOTCA  auddepeHimpoBanHbii 3ader  no  MJIAK  02.01 Samura  uHQOpManMu B
WH(POPMAITMOHHOTEIEKOMMYHUKAIIMOHHBIX CHUCTEMaxX M CeTAX C HCIOJIb30BaHHEM IPOTPAMMHBIX U
mporpaMMHo-anmapaTHeix cpeactB 3amutel ,MJIK 02.02 Kpunrtorpadguueckass 3amura WHOOPMAIUH,
MPOXOXKJCHWE y4eOHOH W TPOHM3BOJCTBEHHOH NPAaKTHK, 3K3aMeH (KBaIM(UKAIMOHHEIN). Pe3ynbpraTom
9K3aMeHa SIBJISIETCS OJTHO3HAYHOE PEIlIeHNE: «BUJI JeSTEILHOCTH OCBOSH / HE OCBOCH).

2.1. 3ananupoBaHHble GOPMBbI MPOMEKYTOUHOI aTTecTanuu mo [IM.02

Tabmumna 5
DJIeMEeHThbI MOY.JIH, @DopMbI IPOMEKYTOYHOM ATTECTALIUA
npodeccuoHaJIbLHbIH MOYJIb

MJIK 02.01 J[ugpepenyuposannulii 3auém
MJIK 02.02 J[ugpepenyuposannulii 3auém
Y4eOHast mpakTHKa J[ugpepenyuposannvlii 3auém
[Ipon3BOCTBEHHAS MTPAKTUKA J[ugpepenyuposannvlii 3auém
[IM.02 OK3amen

Crpanuna 10 u3 85



3. OIIEHKA OCBOEHMUA TEOPETUYECKOI'O KYPCA
MNPOPECCHUOHAJIBHOI'O MOAYJIA

OCHOBHOW 1IENBI0  OLEHKH Kypca NpPO(PEecCHOHAIBHOTO MOIYJS SBISETCS —OIICHKA
NpPUOOPETEHHBIX YMEHUM, 3HAHUN M KOMIIETEHIIUH.

OrneHka OCYIIECTBIIAECTCS C HCIOJIB30BAaHHEM CIEAyIOmUX (OpM M METOAOB KOHTPOJIS
cornacHo 1m.2.6 u 1.2.10 IlonoxeHuss o TekylleM KOHTpoJie ycreBaeMocTH oOydaromuxcsi CaHKT
[lerepOyprckoro komemmka TenekommyHukanuii um. 2.T. Kpenkerns:

*  meKywuti KoHmpoab O YCTHBIA ONPOC HA JEKIUAX, IPAKTUUECKUE
U CEMUHApPCKUE 3aHATUS; O NMPAKTHUYECKUE 3aJJaHusl; O
CaMOCTOSITENIbHBIE PA0OTHI; O KOHTPOJIbHBIE PA0OTHI; O 3aIlUTa
1a00paTOPHBIX padoT;
O KOHTPOJb CAMOCTOSITEIHHONU paboThl (B MUCHbMEHHOM WM YCTHOU (hopme); ©
TECTHUpPOBaHUE (MMMCbMEHHOE UJI KOMITbIOTEPHOE);
*  pybedxCcHblll KOHMPOb O TeCTUPOBaHUE (TUCHMEHHOE HIIN
KOMIIBIOTEPHOE); O KOHTPOJIbHBIE pabOThI; O 3allMTa KypCOBBIX

MPOEKTOB (paboT);
O TpHUEM HHAWBUIYAJbHBIX JOMAIIHUX 3aJaHuii, pedepaTroB, OTYETOB IIO
nabopaTopHBIM paboTaMm.
Texymuii KOHTPOJIb 00ECIIeYNBAIOT BHIIIOJHEHHE BUAOB padOT HA MPAKTHUKE, OCBOEHUE TEM,
BBITIOJIHEHHE JTAOOPATOPHBIX/MPAKTUYECKUX PAaOOT, BHIIIOJHEHHE CaMOCTOSITENbHBIX padoT mo MK
02.01 u M/JIK 02.02. Tabnuua 6

IIK 2.1. IIpou3BOAUTH YCTAHOBKY, HACTPOMKY, MCIILITAHUS U KOHPUTYpUPOBaHUE
NPOrpaMMHBIX M IPOrPpaAMMHO-ANNAPATHBIX, B TOM YHCJIe KPUNTOrpaguyecKux

CpeCTB 3a1UThI HHGOPMALMH 0T HECAHKIMOHNPOBAHHOIO 10CTYIIA H CHIEIUATbHBIX
BO3/IeiicTBUI B 000py10BaHue HHPOPMANMOHHO-TEJIEKOMMYHUKAIMOHHBIX CHCTEM U

ceTeil.
Hmemv npakmuueckuii onvim: Buowl pabom na npakmuxe:
— yCTaHOBKa, HACTPOWKa, UCIIBITAHUS U | — padoTa c YUYETHBIMH  3aIllUCAMU
KOH(UTYpUPOBaHUE MPOTPAMMHBIX U HOJIb30BATENEH;
HPOrpaMMHO-AIITapaTHRIX B TOM | — pyacrpoiika mapameTpoB Oe3zomacHoctu OC;
YHCIe KPUITOrPaUUYECKUX CPEACTB | _ yOpaBlieHUE XPaHEHHEM JAaHHBIX; apXUBalUA
3alIUThI uHpopmannu B | _ JaHHBIX; BOCCTAaHOBJICHHUE JAaHHBIX; ayJIUT
obopynosannn UTKC; noxnepxanue _ pecypcoB  OC; aymur cobsituii  OC;
~ OecniepeboiiHoi paboThI yOpaBlieHue I0ocTynoM B Linux; ympaBieHue
IPOrPaMMHBIX M TIPOIPAMMHO- | = nocTynom B Windows; cpeacTsa
alrapaTHeIX B ToM THCIC | = ayTeHTH(UKAUU  ONEPAIMOHHBIX ~ CHUCTEM;
KPHITOrpauaecKux CPCACTB | — ympaBneHWe CpENCTBAMHU ayTEHTH(UKAIMN
_ SaIluThl uaopmarmt - B UTKC; | Linyx; yIpaBlieHUE CpeIaCTBaMu
sammra uHpopmamuu ot HCIL n | _ ayreHTH(uKanuu Windows.
cnenuanbHbix Bo3aeiictBuil B UTKC
C MCHOJb30BAaHUEM IPOrPAMMHBIX U |
MPOrpaMMHO-ANIMApPaTHBIX B TOM
4pCiie KPUNTOrpaduyecKUX CPEeACTB |
3aIUTBl B~ COOTBETCTBUU  C
MpeIbIBISIEMBIMEI TPEOOBAHUSIMHU.
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Ymemos:

Temamuxa nadopamopHsIX/nPaKmMuiecKux
paodom:

— BBIBIATh W OLEHUBATH YIPO3BI
6e3onacuoctu napopmaryu B UTKC;

— HAcTpaWBaTh M MPHUMEHSTH CPEACTBA
3alUTHI uHpOpMaun B
ONEpAIMOHHBIX CHUCTEMAX, B TOM
YUCII€  CPEACTBA  aHTHUBUPYCHOM
3aIlUTHI;

— TPOBOJUTH YCTAHOBKY M HACTPOUKY
MIPOTPaMMHBIX "
MPOrpaMMHOAIIIAPATHEIX, B  TOM
YHclie KPUNTOrpauyecKuX CpeacTB
3amUThl  UH(GOpPMAIMU; TIPOBOANUTH

~— KOH(HUTypUpOBaHHE MPOTPAMMHBIX U

MPOrpaMMHOAIIIAPATHEIX, B  TOM

qHclie KpUNTOrpauyecKux CpeacTB

3a1UThl HH()OPMALIUK;

MPOBOJIUTh KOHTPOJIb MOKa3aTeyed 1

nporecca (GYHKIIMOHUPOBAHUSA

IIPOrpaMMHBIX u

IpOrpaMMHOANIMAapaTHbIX, B  TOM

quciae KpUNTOrpapuyeckux CpeiacTs

3aUThl  MH(pOpPMALMU; TPOBOAUTH

BOCCTaHOBJICHUE nporecca u

~ mapameTpoB (bYHKIIMOHUPOBAHUS
MPOrpaMMHBIX U MHPOrpaMMHO-
anmnapaTHBIX, B TOM quclie
KpUNTOrpaQuuecKux CpEeICTB
3alUThl HH(QOPMALIUK;

_ TIPOBOJIMTH TEXHHYECKOE
o0ciTyKMBaHUE u PEMOHT
MPOrPaMMHBIX u

MpOrpaMMHOANMapaTHBIX, B  TOM
YHclie KPUNTOrpaduyecKux CpeacTB
3a1UThl HH)OPMALIUH.

cpeAcTBa HICHTU(GUKAMHK  ayTeHTHU(UKAUH
OIIEpPAIL[UOHHBIX CUCTEM;

HACTPOWKA JIOKAIBHOW TMOJUTHKH O€30MacHOCTH
ONnepanvoHHON cucteMbl. [lonuTuka maposen.
[TonuTHKK y4eTHBIX 3alHUCEH;

Ha3Ha4YeHHE MpaB MOJIb30BATES;

HaCcTpOMKa U30JIMPOBAHHOU CPEJIbI;

napaMmeTrpsl 6e3onacHocTy. [lonutuka aynura;
AIIM/I3 KpunToH: MHULIMAIU3a1Us CUCTEMHOTO
aJIMMHHCTpaTOpAa, WHULUAIA3alHs
M10JIb30BATES, IPOBEPKA LIETOCTHOCTU CPEIBI;
anmnapaTtHble cpeicTBa mm@poBanus Kpunron:
HaCTpOMKa, IKCIUTyaTallus;

pOrpaMMHBIE CpeacTBa G poBaHHUSL.
3anunieHHbIe KOHTEHHEPHI;

BOCCTaHOBJICHHE WH(GOpPMAlUU TUIIOBBIMU
CpeICTBaMU;

POrpPaMMBbI HAJCKHOTO  yJaJleHUs
nHpopmanuu;

apXuBHUpOBaHHE NH(OPMALIUK;

pPOrpaMMHBIE CpeacTBa pe3epBHOTO
konupoBaHus. Hactpoiika RAID-maccuBoB;
uHcaiinepckas undopmanus. [Iporpammsl cOopa
uHdopmaruu o I1K;

MIpUMEPHI MOTUTHK Oe3omacHoCcTH VPN

MPOTOKOJIBI 3AIIUTHI JAHHBIX KAHAJIIBHOTO YPOBHS
(PPTP, L2F u L2TP). CpaBHUTENbHBIN aHAIN3
IIPOTOKOJIOB 3aIIMTHI HA KAHAJILHOM YPOBHE;
3amuTa JaHHBIX Ha ceteBoM ypoBHe ([IpoToxon
IPSec). [IpoTokomsl TYHHEJIBHOT'O u
TPAHCIIOPTHOT'O PEKUMOB;

3anuTa Ha ceaHcoBoM ypoBHe (IIpoTokossl

SSL, TLS, SOCKS);

UHpacTpykTypa OTKpbIThIX Kitouei (MOK).
Monenu APKI u PKIX

cepTudHUKaT  OTKpeITOro  kimoua.  Dopmar
cepTU(HKAIIMUA OTKPBITOTO KITFOYA.
AHHYJHMpOBaHUE CEPTU(PUKATOB;

peanu3anus QITOPUTMOB  CKOPOCTHOI
KPUNITO3AIIUTHI,
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VPN Ha 6a3e ceTeBbIX ONEPAIMOHHBIX CUCTEM;
VPN Ha 0aze CHEeUAIN3UPOBAHHOTO
POrPaMMHOTO 00ECIICUCHHS;

VPN na 6a3e anmapaTHbIX CPEICTB;
UCTIOIb30BAaHUE TOKEHAa Ha pabodeM MecTe
aJIMUHUCTPATOPA;

ycranoBka u Hactpoiika CK3U «Kpunrollpo
CSPy»;

- paboTa ¢ KOHTeHHepaMH 3aKPBITOTO KIII0Ya H
ceprudUKaTaMu MoJIb30BaATEIS

cpenctamu Kpunro [Ipo CSP

3name:

Ilepeuens mem, eéxnouennvix ¢ M/[K:

—  BO3MOXHBIE Yyrpo3bl 0€30MacHOCTH
unpopmanuu B UTKC;

—  cmocoObl 3aluThl MHPOpPMAIUH OT
HECAaHKIIMOHHUPOBAHHOTO JOCTyTIa
(manmee — HC]I) u cienmasibHBIX
BO3JCUCTBUM Ha HEE;

TUIIOBBIE MIPOrpaMMHBIE u
MpOrpaMMHO-aMNIapaTHbIe CPe/ICTBa
3aImuThl HHPOpMAIUU B
nH(pOPMAITMOHHO-
TEJIEKOMMYHUKALMOHHBIX CHCTEMaxX U
CeTsIX;

Kpunrtorpaguueckue CpeacTBa
3alUTHI uHpopManuu
KOH(UICHIINATEHOTO Xapakrepa,
KOTOpBIE MPUMEHSIIOTCS B
nH(pOpPMAITMOHHO-
TEJIEKOMMYHUKALMOHHBIX CHCTEMax U

- ceTsix;

TIOPSIOK TECTUPOBAHUS
(byHKIUI TporpaMMHBIX
u
pOrpaMMHOAMNIAPaTHBIX,
B TOM  4YHCIIe
KpUnTorpaguueckux CpeicTB
3aIU Tl UH()OPMALIMK; OPTaHU3AIHIO
U coJiep>KaHue
TEXHUYECKOTO o0cCITyKUBaHUS
Y PEeMOHTA MPOTPaMMHO-
anmnapaTHBIX, B TOM YHCTIE
KpUnTorpaguuecKkux cpeacTB
3aIUThl UHHOPMAILIUHT; TTOPSAIOK
u MpaBuUIIa

Tema 1.1. Obecneuenue 0e30MmacHoOCTH
OnepanuoOHHbIX CHCTEM

Tema 1.2. TexHojioruu pa3rpaHuYeHHsI
JA0CTyMNAa

Tema 1.3. OGecneyenue wuHGOPMALMOHHOI
O0ezonacHoctu cereil. (OCHOBBI TEXHOJOTHWM
BHPTYAJIbHBIX 3alIMIIEHHBbIX ceTeil VPN
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BEJICHUS HKCITyaTallMOHHON

JOKYMEHTAIlUH Ha
MpOrpaMMHBIE U
porpaMMHOAMNIapaTHele, B

TOM  YHCIEe
KpUNTOTpapHUECKUX CPEICTB
3alIUThl HHOOPMAIIHH.

Camocmosamenvhnasn paﬁoma

pabota c KOHCIIEKTaMH, JIUTEPaTypoii;
IMOoATrOTOBKA OTYETOB MPAKTHYCCKUX pa60T

IIK 2.2. Ioanep:xkuBath GecniepedoiiHyI0 padoTy NPOrpaMMHBIX H
NPOrpaMMHOANNAPATHBIX, B TOM YHcJie KPUIITOrpapuuecKuX CpeAcTB 31U ThI
uHopManuu

PIH(l)OpMaIII/IOHHO-TeJIeKOMMyHHKaIII/IOHHbIX CUCTEMAX U CETHAX

Hmemo npakmultecmu? onsim:

Buowt pabom na npakmuxe:

— YCTaHOBKa, HACTPOIKA, UCIBITAHUS M
KOH(PUTYPUPOBAHUE TPOTPAMMHBIX H
MPOrpaMMHO-AIIAPATHBIX B TOM YHUCIIE
KpUNITOTPAPUIECKUX CPEACTB 3aAIUTHI
nHpopManuy B

JOKYMEHTUPOBAHUE MOJIMTUKN O€3011aCHOCTH;
BBIOOD, MOAKITFOYEHHE, HacTpoOWKa
MEXCETeBOI0  3KpaHa, aJMHHHCTPHUpPOBAHHE
MEXKCETEBOIO 9KpaHa; O3HAKOMJICHHE,
MOJIKIIIOYEHHE, HACTPOHKa CUCTEMBI PE3EPBHOTO

obopyrosanuu UTKC; KOIUPOBAHMUS;

-  TIOAIepKaHHe OecniepeOOitHON |- aJIMUHUCTPUPOBAHHE CUCTEMBI pE3epBHOTO
paboThI MIPOTPaMMHBIX " KOINMPOBAHMS;
NpOrpaMMHO-AIIIAPATHRIX B TOM |-  o3HaKOMJICHHE, MOKIIOUEHHE, HacTpoMKa

YHclie KpUNTOrpaduyecKux CpeacTB
3amuTel  uHpopmaruu B UTKC;
3amuta uHGopManmu ot HCJ wu
crnenanbHbIX Bo3xeiictBuil B UTKC
C HUCIOJB30BAaHUEM MPOTPAMMHBIX U
MPOrpaMMHO-ANIapPaTHBIX B TOM
YHclie KPUNTOrpauyecKux CpeacTB
3allUTBl B COOTBETCTBHHU c
MpeIbsABISIEMBIMH TPEOOBAHUSIMHU.

CUCTEMbl aHTUBUPYCHOMN 3aLIUTHI;
aJIMMHHCTPUPOBAHUE CUCTEMbI AHTUBUPYCHOMN
3aIUTHI;
U3y4eHUe METOJIOB KOMILJIEKCHOTO
UCCIIeIOBaHMsI 00beKTa HH(OpPMATU3AIINH;
u3y4yeHue nHOpMaluu HUPKYIUpPYIOUIei B
KOPIOPaTUBHON MH(GOPMAIIMOHHOM cUCTEME;
U3y4eHUe MOCTPOCHUSI CHCTEMBI

3alUThl H(HOPMALIMK HA OCHOBE
HOPMATUBHBIX aKTOB M METOJIUYECKUX YKa3aHUIA.

embsb:

Temamuka nadopamopHsIX/npaKmuiecKux
paoom:
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- BBISIBJIATDH u OLCHHUBAThL  YI'PO3bI
6e3onacnoctu unpopmaryu B UTKC;
- HaCcTpanBaTb U IMPUMCHATH CPCACTBA

3aILUTHI uHpopMan B
ONEPALMOHHBIX CHCTEMaX, B TOM
YUCJIE€  CPEICTBA  AHTUBHUPYCHOU
3alIHTHI;

—  TIPOBOJHTH YCTAaHOBKY M HACTPOHKY
MIPOTPaMMHBIX u

MpPOrpaMMHOAINIIAPATHEIX, B  TOM
qrcie KPUNTOrpapuyecKux CpeicTB
3amUThl  UH(GOpPMAIMU; TIPOBOANTH

—  KoH(UTYpHpOBaHHE MPOTPAMMHBIX U
MPOrpaMMHOAIIIAPATHEIX, B  TOM
qrcie KPUNTOTrpapuyecKux CpeicTB
3alUThl HH(OPMALIUK;

MIPOBOJIUTH KOHTPOJIb MOKA3aTelIed U
nporiecca (YyHKIIMOHUPOBAHUS
MIPOTPaMMHBIX "
MPOrpaMMHOAIIAPATHEIX, B  TOM
qrcie KPUNTOTpapUUECKUX CpPEACTB

3amMTHl  MH(POpPMAIUK; TMPOBOJUTH
BOCCTaHOBJICHHE nporiecca "

~ IapameTpoB (bYHKIIMOHHPOBAHUS
NpPOrpaMMHBIX M IPOTPaMMHO-
ammapaTtHbIX, B~ TOM  YHCIE
KPUNTOTpapHUECKIX CpeAcTB
3aIuThl HH)OPMAITUH;

_ TIPOBOJIHTH TEXHUYECKOEC
00CITy’)KHBaHUE U PEMOHT
MIPOrPaMMHBIX "

MpOrpaMMHOANNapaTHbIX, B  TOM
4Hclie KpUNTOrpaduyecKux CpeacTB
3aIUThl HH)OPMALIUH.

- HacCTpOMKa MEXCETEeBOI'0 IKpaHa,

- xoH(urypauus npasuia s COB;

— Ppa3BepTHIBAHHE OTKPHITHIX CIHUCKOB IPABHII;
- IOJK/IIOYEHUE CPEICTBA MOHUTOPHHIA;

- BKJIIOYEHHE PeKHUMa OJIOKUPOBKH;

- IpOEKTHpOBaHME cTeHAa il peanusanuu [DS;

- HacTpoiika  MHTep(EeicoB BUPTYaIbHBIX
MalluH;

- CTeraHorpauuecKkie  MeTOJIbI CKPBITHUS
uH(popMaLnu;

- TIIPUMEHEHHE  METOJOB 1 ppoBaHus
MEPECTAaHOBKOW;

- TMPUMEHEHHE METOJIOB MM POBAHUS 3aMEHOM;

- TMPUMEHEHHE METOJIOB MU POBAHUS
MHOT0aJ1()aBUTHOU 3aMEHBI;

-~ KpWITOAHAJIN3 METOJIOB IEPECTAHOBKU;

- KpWIITOAHAJU3 METOJIOB 3aMEHBI;

- KOMIBIOTEpHOE MHU(PPOBAHNE

— TPOEKTHPOBAHHUE CTEHA I peam3aruu DS

3namo:

BO3MOYKHEIE YIPO3bI 0€3011aCHOCTH
nHpopmanuu B UTKC;

CrocoObl  3amUThl  WHOpPMAIMKU  OT

HECaHKIIMOHUPOBAHHOI'O JOCTyNa (fanee —
HCJI) u cienmaibHBIX
BO3JIcHCTBUI Ha HEE;

TUTIOBBIE TPOTpaMMHBIE M MPOTPaMMHO-
arnrnapaTHbIe CpencTBa 3aIUTHI
nHpOpMaLnU B
MH(pOPMAaIMOHHO-

TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMaX U

CeTsxX

Ilepeuenv mem, exnrwouennvix 6 M/IK:

Tema 1.4. TexHoJjiorun oOHAPY:KeHHUS
BTOP KEHU I

Tema 1.5. Metoas! ynpasJieHHsl CPeICTBAMU
3alUThI
Tema 2.1.  OcHoBBI
KpUNTOrpaguyecKux MeTo0B 3aHNThI

uHpopmanuu
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KpHUITOTpaguyecKue
3aLIUTHI

KOH(HICHIIMATHHOT O
KOTOpBIE MPUMEHSIOTCS B

CpencTBa
uHpopMaun
Xapakrepa,

MH(POPMALMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMAaX U
CETSIX;

MOPSJIOK TECTUPOBAHUS

(GYHKIUH TIPOrPaMMHBIX

U

IpOrpaMMHOAMNIMApaTHBIX,

B TOM  4YHCIIe
KpUNTorpaguueckux CpeacTB
3alUThl HH()OPMALIMK; OpraHU3aINI0

u coJiepKaHue
TEXHUYECKOTO o0ciTyKUBaHUS

Y PEMOHTA MPOTrpaMMHO-
anmnapaTHbIX, B TOM YHCIIe
KpUnTorpaQuueckux cpeicTB
3alUThl HH)OPMALIMK; TOPSATIOK U
MpaBUJIa BeJIEHUS
AKCIUTYaTaIllMOHHON TOKYMEHTAallUH
Ha MPOrpaMMHbIE U IPOrpaMMHO-
anmaparHble, B TOM YUCIIe
KPUNTOTpapUUECKUX CPEACTB
3aIuThl HH(pOpMAITUH.

Camocmoamenvnasa paboma

pabora c

KOHCIICKTaMu, HHTepaTypOﬁ;

IMOAr0TOBKA OTYCTOB ITPAKTHYCCKHX pa60T

IIK 2.3. OcymiecTBaASTH 321UUTY HHPOPMALNH OT HECAHKIIMOHUPOBAHHOI0 J0CTYIIA H

ClleuaJdbHbIX BOSHeﬁCTBHﬁ B I/IH(l)OpMaI[I/IOHHO'TEJIEKOMMyHI/IKaIII/IOHHbIX CHUCTEeMaxX "

ceTAX € UCMO0/Ib30BAHNEM NPOrPAMMHBIX H MIPOrPAaMMHO-ANNAPATHBIX, B TOM YHCJIe
Kpunrorpagpu4ecKux CpeacTs B COOTBETCTBHH € NMPeAbIBJIsIeMbIMH TPeOOBAHUAMHU

Hmemov npakmuueckuii onvim:

Buowi pabom na npakmuxe:

yCTaHOBKA, HACTPOIKa, UCTIBITAHUS U
KOH(UTYpUPOBaHUE MPOTPAMMHBIX U
MPOrpaMMHO-ANIMApPaTHBIX B TOM
quciae KpUNTOrpapuyeckux CpeacTs
3aIUTHI uHhopManuu B
obopynoBanuu UTKC; nognepxanue
6ecniepeboitHOi paboThI

nocrpoenne  Mmoxenn  yrpos  MCII/H;
OIIPENIETICHUE BEPOATHOCTU PEaTU3aliy yIpo3
0e30macHOCTH B MH(QOPMALIMOHHOW cHCTEMe
MIEPCOHAIIBHBIX JTAHHBIX;

U3y4yeHUEe  JCUCTBYIOIIEM  HOPMATHBHOM
JOKyMEHTalun 00beKTa HH(POpPMaTU3AINH;
COCTAaBJICHUE  IUIAHA  MEPOINPHUATHA IO
YIyUIICHUIO 3alUIIEHHOCTH 00bEKTa
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IIPOTPaMMHBIX ¥ IIPOrPaMMHO-
anmapaTHeIX B TOM

uHpOpMAaTU3aLUY;

YHClie KPUNTOTrPaPUUECKUX CPEICTB
samuTthl nHopmarmu B UTKC;

3amuta uHGopManmu ot HCJ wu
cnenyanbHbIX Bo3aercTBuil B UTKC
C HCHOJIb30BAHUEM IPOrPAMMHBIX U
MPOrpPaMMHO-AIIIAPATHBIX B TOM
YUCJIe KPUNTOTPAPUIECKUX CPEACTB
3aIIUTHI B COOTBETCTBUH c
MIPEAbSIBISIEMBIMU TPEOOBAHUSIMH.

- pa3paboTka KC31 MH(OpMaLMOHHON
CUCTEMBI: COOp TaHHBIX;

- paspabotka KC3U unpopmannoHHoOM

CHCTEMBI: BEIOOp TEXHOJIOTHIA;

pa3paborka KC3U undpopmanmoHHoi

CHUCTEMBI: pa3paboTKa MOJIENH;

pa3pabotka KC3U undopmanmonHoit

cUCTEMBI: 0(OPMIICHUE PEIICHHIA.

Ymemo:

Temamuka 1ad0pamopHbIX/NPAKMUYECKUX
paoom:
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BBISIBJIATDH u OLCHHUBATL  YI'PO3bI
6e3onacnoctu unpopmaryu B U'TKC;
HaCcTpanBaTb U IMPUMCHATH CPCACTBA

3aILUTHI uHpopMau B
ONEpALMOHHBIX CHCTEMaX, B TOM
YUCJIE€  CPEICTBA  AHTUBHUPYCHOU
3alIHTHI;

MPOBOJIUTh YCTAaHOBKY M HACTPOWKY
MIPOTPaMMHBIX u

MPOrpaMMHOAINIIAPATHEIX, B  TOM
qHcie KPUNTOrpaguyecKux CpeicTB
3amUThl  WH(GOpPMAIMU; TPOBOINUTH
KOH(HUTypUpOBaHUE TPOTPAMMHBIX U
MPOrpaMMHOAIIIAPATHEIX, B  TOM
qHcie KPUNTOTrpapuyecKux CpeicTB
3alUThl HH(OPMALIUK;

IIPOBOJUTH KOHTPOJIb ITOKA3aTeNIed U
nporiecca (hYyHKIIMOHUPOBAHUS
MIPOTPaMMHBIX "
MPOrpaMMHOAIIIAPATHEIX, B  TOM
qrcie KPUNTOTpapUUECKUX CPEACTB

3amMThl  MH(POpPMAIUK; TMPOBOJUTH
BOCCTaHOBJICHHE nporiecca "
napamMeTpoB (bYHKIIMOHHPOBAHUS
NpPOrpaMMHBIX M IPOTPaMMHO-
ammapaTtHbIX, B~ TOM  YHCIE
KPUNTOTpapHUECKIX CpeAcTB
3aImuThl HH)OPMAITUH;

MIPOBOJIUTH TEXHUYECKOEC
00CITy’)KHBaHUE U PEMOHT
MIPOrPaMMHBIX u

MpOrpaMMHOANNapaTHbIX, B  TOM
4Hclie KpUNTOrpaduyecKux CpeacTB
3alUThl HH)OPMALIUH.

— anroput™ [uddu-Xenmana; cranaapt
cummerpuuHoro mudposanus AES
RIINDAEL;
reHepanus MPOCThIX YHUCEI, UCTIOJIb3YEeMbIX B
ACHMMETPHUYHBIX cucTeMax
mmdpoBanus;Kpunrorpaduyeckue
X2UI(YHKINU. AyTeHTUDUKAIIHS,
- muQpoBaHUE METOJIOM CKOJIb3SIIIIEeH
NIePECTaHOBKH;

~ W3yYCHHE MPOrPAMMHBIX MPOLYKTOB 3aIIUTHI
undopmaruu. [Iporpamma PGP (Pretty Good
Privacy);

undp [neitdepa;

Poccwuiickuit crannapt xaum-pysakiuu 'OCT
P 34.11-94 xpunrocuctema RSA;
AJIEKTPOHHAS UG POBasi MOINKCH;
pa3palboTKa cXeMbl POCTOT0 MapoJIs;
pa3paboTKa CXeMbl JUHAMUYECKOTO

naposisi; cepTU(UKaThl OTKPHITOTO KIIIOYa;
HacTpOHWKa W aJMUHUCTPUPOBAHUE TOKEHA
HacTpolKa cepBUCOB PyTokeH

3name:

Ilepeuenv mem, exnwouennvix 6 M/IK:

BO3MOJKHBIE YTPO3bI  0E30MACHOCTH
unpopmanuu B UTKC;
CrocoObl 3aIUTHl HMH(POPMAIUH OT

HCCAHKINMOHUPOBAHHOI'O JOCTYIIA

Tema 2.2. CoBpeMeHHBIE
cTaHAAPTHI MU poBaHUA
Tema 2.3. Kpunrorpadpuyeckue MeToaAbI

o0ecreyeHMs1 0€30IIACHOCTH CETEeBBIX
TEeXHOJOTHil

(manmee — HCJI) u cienyaibHBIX
BO3JICHiCTBUM Ha HEE;

THUIIOBbIE IIpOrpaMMHBIE u
IporpaMMHO-alnapaTHbIe  CpPeACTBa
3alIUThl MH(pOpMaIK B
MH(POPMAaIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEMAX U
CeTsX;
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KpHUITOTpaguuecKue CpeacTBa
3aIUTHI uHpOpMauu
KOH(UICHIINATIEHOTO Xapakrepa,
KOTOpBIE IPUMEHSIOTCS B
MH(POPMAIMOHHO-
TEJIEKOMMYHUKALMOHHBIX CUCTEMAaX U
CeTX;

MOPSZIOK  TECTUPOBAHHUS  (DYHKIHA
MIPOTPaMMHBIX "
MpOrpaMMHOANMNapaTHbIX, B  TOM
qyclie KpUNTOrpapuuecKux cpeacTB
3alUThl HH(OPMALIUK;

OpraHHU3aI1Io u coJiep)KaHue
TEXHUYECKOTO  OOCIyXUBaHUSA U
PEMOHTa MPOrpaMMHO-AINIAPATHBIX,
B TOM 4YHUCJE KpUNTOrpapuuecKux
CPEICTB 3alIUThl HH(OPMALUY;
MOpAOK M TpaBWiIa  BEICHHS
AKCIUTYaTal[MOHHOM  JTOKYMEHTalluu
Ha MpOTrpaMMHEIE "
[IpOrpaMMHOAMNINapaTHele, B  TOM
qucae KPUNTOrpapuUUecKux CpelcTB

3aIuThl HH(pOpMAaIUH.

Camocmoamenvnaa paooma pabora

C

KOHCIIEKTaMU,

IMOoATrOTOBKA OTYETOB IMPAKTHYCCKUX pa60T

JIUTEPaTypoil;

3.1. TunoBble 3amanusi s oueHkn ocBoeHus MUK 02.01, MIAK 02.02 Tekymmii,
NMPOMEXKYTOYHAS aTTecTanus (TecThbl/3aJaHus)
Tekymuii KOHTPOJIb OCYIIECTRISCTCS 32 CUET BBITIOIHEHHS PAKTHYECKUX U CAMOCTOSATENHHBIX padoT,
OTIMCaHNe KOTOPBIX JAaHBl B METOAMYCCKHX peKoMeHmarusx 1o BemosiHeHwuio JIIIP mo MJIK 04.00 u B
METOAMYECKUX PEKOMEHIAIHSIX 10 BITOTHeHHI0 BCP.
3.1.1. TecToBbIe BONPOCHI JIsl IPOMe:KYTOUHOI aTTecTanuu mo Teme 1.1. OGecnieuenue
0€30MACHOCTH ONEePAIOHHBIX CHCTEM

Yacte 1

Bomnpoc

OK/IIK

Bpems,
ceK

Bpenonocnas MporpaMMa, pacrpoCTpaHsIonascss Mo

CaMOBOCITPONU3BOAAIAACH -

CCTU H

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK

09

OK 10

30
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Bupyc, KoTopslii nogcoeinHAETCs K 0ObIYHOM NpOorpaMme Uilu
JAHHBIM -

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK
09

OK 10

30

Kakue Bupychl akTHBU3UPYIOTCS B CAMOM Haydajie paboThl ¢
ONEPALIMOHHON CUCTEMOM:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK
09

OK 10

30

Haubonee 3ammmmennas ¢aiioBas cuctema — 3T0:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK
09

OK 10

30

Kommiekc ~ meponpusartui, KOTOpbIE HaAIpaBlIEHbl Ha
3amuTy uHpopmManuu:

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

OK 03
OK 04
OK
09

OK 10

30

MIPOBEpKa [ETOCTHOCTU U MOAJIMHHOCTU WH(OPMAIUH, IPOTPaAMMBI,
JIOKyMEHTA

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK
09

OK 10

30

Crpanuna 20 u3 85




KTo B KOMIIaHWU SIBISIETCS OCHOBHBIM OTBETCTBEHHBIM 32 OIPE/ICICHUE
ypoBHs Ki1accudukanuu uHGopmaumn?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK

09

OK 10

30

Kakoii mepexBar OCYLIECTBISETCS C IOMOIIBIO MOJKIIOYEHUS K
TEJIEKOMMYHUKAIIMIOHHOMY 000PYIOBaHUIO KOMIIBIOTEPA?

IK 2.1
[IK 2.2
IIK 2.3

30

OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

Kakwue u3 cpencts 3amuThl HHPOPMAIMK HAIIPABJIEHBI HA 3aLUTY
obopynoBanus?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

10

Kak HaspiBaeTcsi cocrosiHue WH(POPMAIMOHHOW Cpeibl, B KOTOPOM
obecrieyeHbl KOH(UICHIIMATBHOCTD, IIEIOCTHOCTh U JIOCTYIMHOCTb
nadopmaruu?

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

Yacrp 2

Bomnpoc

OK/IIK

Bpems,
ceK

OCHOBHBIMH UCTOYHUKAMH yrpos I/IH(1)OpMaI_II/IOHHOI71 0e30macHOCTH
SABJISIFOTCA BCC YKA3aHHOC B CIIMCKE:

1. XUIIEHUE KECTKUX JAHUCKOB, IMMOJKIKYCHHUEC K CCTHU, HHcaﬁﬂepCTBO;

2. IlepexBar JaHHBIX, XUIIEHUE JaHHBIX, U3MEHEHUE aPXUTEKTYPBI
CUCTEMBI;

3. XwulleHue TaHHbIX, TOJKYI CUCTEMHBIX aJMUHUCTPATOPOB,
HapyllleHHe periaMeHTa paboTsl;

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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Bup! nHGOpManoHHO 6€30MaCHOCTH: 1K 2.1 30
1. TlepconanbHas, KOPHOPATUBHAS, TOCYIaPCTBEHHAS 1K 2.2
2. Kumenrckas, cepBepHas, ceTeBas K 2.3
3. JlokanbHas, ro0abHasi, CMEIaHHas OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
B 4em cyTb aTaku Tuna nepenogHenue oydepa? 1K 2.1 30
1. mopya mamsATH APYTroro mporecca u3-3a OTCyTCTBUS KOHTPOJIS IK 2.2
rpanuil Oydepa; K 2.3
2. TIEPETIOIHECHHUE MaMSITH KOMITBIOTEPHOU CUCTEMBI ; OK 01
3. mepe3arpyska OC ; SE gi
4. wHapylIeHUe MPaBUILHOCTH BBOIa-BbIBOJIA; OK 04
OK 09
OK 10
B gem cyTh TectupoBaHus Ha 6e3omacHOCTh? 1. 1K 2.1 30
TECTUPOBAHUE HA CTPECCOBBIC HATPY3KH; 1K 2.2
2. TEeCTHpPOBaHWE HA CIlydailHbIC TaHHEIC, IK 2.3
3. MMHUTAIMS aTaKyIOMUX AeHCTBHI XaKepoB U IIPOBEpKa OK 01
MOJICKCTEMBI OE30MTACHOCTH Ha 3aIIUTY OT HHX. OK 02
OK 03
OK 04
OK 09
OK 10
OcHoBHas Macca yrpo3 nHpopManroHHoOU Oe3omacHocTr npuxoautes Ha: | IIK 2.1 30
1. TposiHCKHE TPOrpamMmmsI; 2. 1K 2.2
HInroHCKUE MPOrpaMMBbl; K 2.3
3. Uepan. OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
[Ton kakue cucTeMbl pacCIpOCTpaHEHUE BUPYCOB MPOUCXOIUT Hauboee IK 2.1 30
JTMHAMUYHO: 1K 2.2
1. Windows IIK 2.3
2. Mac OS OK 01
3. Android OK 02
OK 03
OK 04
OK 09
OK 10
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7 3aKITIOYUTENBHBIM 3TANIOM IMOCTPOCHUSI CUCTEMBI 3aIUTHI SIBISETCS: IK 2.1 30
1. compoBOKICHUE 1K 2.2
2. TUIaHUPOBaHUE [IK2.3
3. aHanmu3 ysA3BUMBIX MECT OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
8 KoHdpuneHnaapHOCThIO Ha3bIBACTCS: 1K 2.1 30
1. 3ammTa NPOrpamMM U HPOrPaMMHBIX KOMILIEKCOB, 1K 2.2
00ecIIeYnBaONINX TEXHOIOTHIO pa3paboTKH, OTIAAKH 1 MK 2.3
BHEPEHHSI CO3aBAEMBIX NMPOTPAMMHBIX MTPOAYKTOB OK 01
2. 3ammTa OT HECAHKIIMOHUPOBAHHOTO JAOCTyNa K HHpopManuu 3. SE gi
OIMCaHME MPOIETyP OK 04
OK 09
OK 10
9 Kakast kaTeropus siisieTcs Hanbojee puCKOBAaHHOH JITsl KOMITAHUHU C 1K 2.1 30
TOYKH 3pEHHUs BEPOATHOr0 MOIIEHHUYECTBA ¥ HapylleHus 6esonacHoctu: | K 2.2
1. xakepsr; gi (2)'13
2. KOHTpPAareHThl; 3. COTPYAHUKH. OK 02
OK 03
OK 04
OK 09
OK 10
10 | Kakue yrpo3sl 0€30MaCHOCTH HH(POPMAIIHH SBIISTIOTCS 1K 2.1 30
NpEIHAMEPEHHBIMU: IK 2.2
1. ommOKu nmepcoHana [IK2.3
2. OTKpBITHE AJIEKTPOHHOTO MIHChMa, COJICPIKAIIIErO BUPYC gi 8;
3. HE aBTOPU30BAHHBIN JIOCTYII OK 03
OK 04
OK 09
OK 10
3.1.2. TecToBBI€ BONPOCHI /ISl IPOMeKYTOUHOI aTrTectanuu no Teme 1.2. Texnosorus
pa3rpaHuyYeHus 10CTyna
Yacrp 1
Ne Bomnpoc OK/IIK | Bpewms,
CeK
1 Jns yero ucnons3dyercs cuctema Kerberos? IK 2.1 30
K 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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TyHHENMpPOBaHME MOXKET UCII0JIB30BATHCA HA CIIEAYIOLEM YPOBHE
STAJIOHHOW CEMUYPOBHEBOU MOJEIIH:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

ArpeccuBHOE MOTPEOJICHHE PECYPCOB SBJISICTCS yTPO30¥:

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Bo3moxHOCTB 32 premiieMoe BpeMsi OJIyYUTh TpeOyemMyto
MH(OPMALIMOHHYIO YCIIYTY Ha3bIBaeTCS:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CkoJsbKO ypoBHEH BKIIFO4aeT B ce0s cereBast mojaens OSI?

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Ha xakom ypoBHe cereBoit monienu OSI He paboTaeT MeKCeTeBO SKpaH:

IK 2.1

30

IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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HEeOO0JIBIII0E KOTMYECTBO JOMOIHUTENbHON n(pOoBOii nHpOpMaIuy,
nepeaBaeMoe BMECTE € MOMICHIBAEMBIM TEKCTOM, 110 KOTOPOMY MOXKHO
YAOCTOBCPUTCA B AyTCHTUYHOCTU JOKYMCHTA - 3TO

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

JlocTyn cyObekTa K 00bEKTy B HapyIlIEHUE YCTAHOBICHHBIX B CHCTEME
IIPaBUJI Pa3rPaHUYCHHUSI JOCTYIIA - ITO

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

OK 10

30

IP anpec umeer minHy

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

Kitrou, moctymHbIii BceM 151 TPOBEPKH MU(PPOBON MOAMKMCH IO/
JIOKyMEHTOM

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yacrp 2

Bomnpoc

OK/II

Bpems,
ceK

B kauecTBe ayTeHTH(HKATOpa B CETEBOI cpeie MOTYT HCIIOIb30BAThCS:
1. ron poxneHus cyObeKTa;
2. damunusa cyObeKTa;

3. CEeKpeTHBIH KpUNTOrpapuUecKHii KoY.

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

30

OK 10
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B 4ncno 0CHOBHBIX OHATUH POJICBOTO YNPABICHHS JOCTYIIOM BXOJIHT: IK 2.1 30
1. poub 1K 2.2
K 2.3
2. WCHOJHHTENb POJIH;
OK 01
3. TMOJB30BATENb POJIH; OK 02
OK 03
OK 04
OK 09
OK 10
B 4rcno 0CHOBHBIX OHATHH POJICBOTO YIPABICHHUS JOCTYIIOM BXOJIHT: 1K 2.1 30
1. cyOmbexT; 2. K 2.2
K 2.3
00BEKT;
OK 01
3. MeToJI. OK 02
OK 03
OK 04
OK 09
OK 10
PoneBoe ympaBieHre TOCTYIOM HUCIIONB3YET CIEAYIONIEe CPEACTBO 1K 2.1 30
00BEKTHO-OPUEHTHPOBAHHOTO TIOIX0/1a! 1K 2.2
1. uakancynsmus; 2. 1K 2.3
MOJIUMOPPU3M; oK o1
’ OK 02
3. HacJeqOBaHUE. OK 03
OK 04
OK 09
OK 10
[Tpu ucronp3oBanuu cepBepa ayreHTudukanuu Kerberos maposu mo 1K 2.1 30
CeTu: IK 2.2
1. He mepenarorcs; 1K 2.3
2. mepeAalTcs B 3alIM(PPOBAHHOM BHU/IE; OK 01
. juit p AC; OK 02
3. mepenarTcs B OTKPBITOM BHJIE. OK 03
OK 04
OK 09
OK 10
Cepaep ayrentuduxanuu Kerberos: IK 2.1 30
1. He 3amUINaeT OT aTaK Ha JOCTYITHOCTH; IK 2.2
K 2.3
2. YaCcTUYHO 3allUIIACT OT aTaK Ha IOCTYITHOCTS; OK 01
3. TOJIHOCTBIO 3alIMIIACT OT aTaK Ha JIOCTYITHOCTb. OK 02
OK 03
OK 04
OK 09
OK 10
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7 K kakoMy THIy IPOTOKOJIOB OTHOCHTCS POTOKON SSL? IK 2.1 30
1. K npotokonam npsmMoit ayTeHTU(UKAU K 2.2
) IK 2.3
2. K mpoTtokonaM aBTOHOMHOM ayTeHTH(HUKALIUN OK 01
3. K mpoTtokonaM ycTaHOBICHHS 3aIIMIICHHON CBA3H HA CETEBOM OK 02
YpOBHE OK 03
4. K nporokosam HenpsMO# ayTeHTHU(PUKALUU OK 04
OK 09
OK 10
8 Urto moHMMaeTcs 1MoJ1 3aTeHeHneM (aiiia ¢ mapossiMH MOJIb30BaTeNe? 1K 2.1 30
K 2.2
1. 3anper noctyna k aiiay Ui HEMPUBHIETUPOBAHHBIX 1K 2.3
II0JIb30BATENEH OK 01
2. TlepeHoc Ha 3aIIMIICHHBIA OT HECAHKIIMOHUPOBAHHOTO YTEHHS OK 02
HOCHTEIb OK 03
. OK 04
3. 3amenHa * cHMBOJIOB TTapoJIeh OK 09
4. 3anper noctymna K ¢aiay s JTF0OBIX TPOIECCOB OK 10
9 UTo OTHOCHUTCS K JIOKaJTHbHOMY YPOBHIO ITPABOBOTO PETYIMPOBAHUS 1K 2.1 30
WHGOPMAIIMOHHOH 0€301macHOCTH? 1K 2.2
1. TlpuHSATHE TOCYJapCTBEHHBIX CTAHIAPTOB K23
OK 01
2. TlpuHATHE TOCTaHOBJICHUH MTPABUTEIHCTBA OK 02
3. YTBepkACHHE MEPEeUHs CBEICHUM, COCTaBIISIOMNX OK 03
KOMMEPUYECKYIO TalHy OK 04
4. Tlpunstre penepaabHbIX 3aKOHOB OK 09
OK 10
10 | Yro HE MOXKET UCTIOJIB30BAThLCS MpU OMoMeTprudeckor ayreHTrukamuu? | 1K 2.1 30
1. Otneuarku nanbLeB K22
2. Temmepatypa Tena T 2.3
' Patyp OK 01
3. T'eomerpuueckas popma pyku OK 02
4. TeMmOp romnoca OK 03
OK 04
OK 09
OK 10

3.1.3. TecroBbie Bompochl 1jisi npoMexyro4yHoii arrecrauun nmo Teme 1.3. OOecnmeuyeHue

uHpopMannoHHoil Oe30macHOCTH ceTeil. OCHOBBI TEXHOJIOTMH BHPTYAJbHBIX 3aIMIIEHHBIX
cereit VPN.
Yacrp 1

Ne

Bomnpoc

OK/IIK

Bpewms,
CeK

1 COBOKYIHOCTb JTaHHBIX, OIPEIENIAIOUINX KOHKPETHOE peodpa3oBaHue U3
MHO>KeCTBa peoOpa3oBaHuil mudpa -

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

30
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OK 10

3aBUCUMOCTD MPOU3BOAUTEIHHOCTH OT alapaTHOro 00ecreueHus, Ha
KOTOpPOM paboTaeT MEKCETEBOM IKpaH, sBisieTcs Hepoctatkom VPN Ha
OCHOBE. ..

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CereBoe yCTpONCTBO, MOAKIIIOYAEMOE K JIBYM CETSIM, KOTOPOE BBIITIOJIHSET
Gbyskumrn mm@poBaHus U ayTeHTU(DUKAITUN TSI MHOTOYHCIIEHHBIX

XOCTOB, PACIIOJIOKCHHBIX 34 HUM — 3TO ...

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03

30

OK 04
OK 09
OK 10

B xoze BeIMOTHEHUS IPOLIETYPHI ... TPOUCXOANT MOATBEPIKICHHE
BaJIMAHOCTHU MOJIL30BATEIIS

IK 2.1
K 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kakas Tonmonorus npeacTaBjiCHa Ha pI/ICYHKC?

|

(@

ADSL mogem ADSL mopgem
?JE

VPN TyHHEenb
; WHTepHeT .
BuptyansHas
CeTb
JNlokanbHas cetb 1 JlokanbHas cetb 2

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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YCTpOﬁCTBa, C IOMOIIBIO KOTOPLIX MOKHO BBISABJIATE U CBOCBPEMCHHO
npeaoTBpallaTb BTOPKCHUA B BEIYUCIIUTCIBHBIC CETU

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

...OTpeeNsieT BUPTYaIbHYIO YAaCTHYIO CETh

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

MeTto, TO3BOJISFOIINI BOCTIONB30BATHCS OOIIEA0CTYITHOM
TEJIEKOMMYHUKAMOHHON UHPPACTPYKTYPOH AJIsl IPEIOCTaBICHUS
YIJICHHBIM O(hrcaM WK OTETBHBIM MOJIb30BaTENSIM 0€301MacHOTO
JIOCTYyTIAa K CETH OpPTaHU3aIuN

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Bepno nu, uto VPN 1 6ecipoBOIHBIC TEXHOJIOTHH HE KOHKYPHPYIOT, a
JOTIOJIHAIOT JIPYT Apyra

IIK 2.1
IK 2.2
IIK 2.3

30

OK 01
OK 02
OK 03
OK 04
OK 09

OK 10

10

[Ipu ucnonb30BaHUK TOMOJIOTHH ... YAAJIECHHbIE TOJIb30BaTEIN
MOJIKIIFOYAIOTCS K KOPIIOPAaTUBHOM ceTH uepe3 Internet

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yactp 2

Bompoc

OK/MI

Bpems,
cex
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HeBepHo, 4TO cTaTHCTUYECKHE METOBI aHAIN3a MOTYT ObITh puMeHeHs! | [TK 2.1 30
[IK 2.2
1. npu 3HaunTensHOM (6omee 1000) uncie paGoUuX MECT CEeTH IK 2.3
2. TpH OTCYTCTBUH IIAOJOHOB TUITUYHOTO MTOBEICHHS B OK 01
pacrpeieieHHbIX CeTAX OK 02
OK 03
OK 04
OK 09
OK 10
OCHOBHOE OTITMYHE AKTUBHOTO PAIMOYACTOTHOTO HICHTH(PUKATOPA OT 1K 2.1 30
[aCCHUBHOIO B ... 1K 2.2
1. nHanmuuuum GJIOKA MUTAHUS [IK2.3
2. CIOCOOHOCTH M3ITyYaTh PaIMOCHTHAIT OK 01
3. 0COOEHHOCTSIX apXUTEKTYpHI 3Y OK 02
OK 03
OK 04
OK 09
OK 10
BrIcOKasi CTOMMOCTh pelieHus B repecyere Ha OTHO pabodyee MecTo 1K 2.1 30
sBysieTcs HenoctaTkoM VPN Ha ocHoBe ... 1K 2.2
1. mapupyTuszatopos 1K 2.3
2. MEXCETEeBBIX SKPaHOB SE 8;
3. TporpaMMHBIX pEIICHUI OK 03
OK 04
OK 09
OK 10
OOHapyxeHHe BUPYCOB, paHEe HE N3BECTHBIX, BO3MOXKHO IPH 1K 2.1 30
HICTIONB30BAHNUH . .. 1K 2.2
IIK 2.3
1. meropma cpaBHEHHS C ATaJOHOM IBPHUCTHUECKOTO aHAITN3a OK 01
2. aHTHUBUPYCHOTO MOHHTOPWHTA SE gi
3. Meroaa oOHapyKEHUS U3MEHEHUN OK 04
OK 09
OK 10
VPN onpenenser: IIK 2.1 30
1. 6a30ByI0 cTaHIIMIO OECIIPOBOIHOM ceTh K 2.2
2. cepsep npoBoHOI ceTn Ethernet 1K 2.3
3. BHPTYaJIbHYIO YaCTHYIO CETh OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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6 BuptyanbHas 4acTHast CETh - 3TO METO/I, TO3BOJISIOIINA: IK 2.1 30
1. mocpencTBoM GecnipoBoaHoii cet Wi-Fi opranusosats Goree 1K 2.2
0e30IacHOe COSTMHEHUE MEXK/Ty BCEMH KOMIIOHCHTAMHU CETH K 2.3
2. BOCHOJB30BATHCS OOMIEAOCTYIHON TEIEKOMMYHHUKAIIMOHHOM OK 01
UHOPACTPYKTYPO TSI MPEAOCTABICHHS YAAJICHHBIM O(rcam Hin OK 02
OTJICJIBHBIM TIOJIb30BATEISIM O€30TIaCHOTO JOCTYTIA K CETH gi 8431
OpTraHU3aIUuH o OK 09
3. OOBIYHBIM TOJIE30BATENSIM, HE TIOIKITIOYeHHBIM K Wi-Fi cetn, OK 10
oOmeHmBaThCs MH(popMarmeii yepes Internet
7 bezonacnocts VPN-cereii Bkirouaer B ceOsi: 1K 2.1 30
1. 3ammTy COeaMHEHUs MEXIY XOCTaMH B OECTIPOBOHON JTOKATBHOM 1K 2.2
CeTH K 2.3
2. 3ammTy HHPOPMAITUHU KaXKIOTO IOIH30BATEIIS B CETH OK 01
3. pasBepThIBaHHE HHPOPMAIIMOHHBIX YCIYT MOCPEICTBOM (DYHKITHIA SE gg
ceTH OK 04
OK 09
OK 10
8 OCHOBHOE JOCTOMHCTBO KOH(UTYpanuu "ceTb-ceTh" cOCTOUT B ToM, uto: | ITK 2.1 30
1. CeTH BBITTIAMAT KaK CMEXHEIE, a pabota VPN-nmo30B npo3payna | 11K 2.2
IUIA II0JIb30BaTelIe 1K 2.3
2. pabora VPN-IITI030B HE JOCTYITHA TOJB30BATEIISIM SE 8;
3. TMOJHas He3alIUIIEHHOCTh CETH OK 03
OK 04
OK 09
OK 10
9 IPSec ompenenser: IK 2.1 30
1. Meron B3auMOAEUCTBUSA noJib30BaTeneii ¢ VPN 1K 2.2
2. HauOoJee MHUPOKO MPU3HAHHBIN, TTOJAEPKUBAECMBIN U K23
CTaHJIapTU30BAHHBIN U3 BCEX MPOTOKOJI0B VPN OK 01
3. MPOTOKOJ yIpaBiieHUs coliep>KUMbIM. [louTu He ucnonb3yercs B SE 8§
VPN OK 04
OK 09
OK 10
10 | ESP onpenenser: IIK 2.1 30
1. 6e3omacHO MHKANICYJIUPOBAHHYIO MOJIE3HYIO HATPY3KY [K 2.2
2. 3aroJjOBOK ayTeHTU(UKAINH 1K 2.3
3. cxeMy oOMeHa Kirouamu yepes Internet OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

3.1.4. TecToBbIe BONPOCHI 151 MPOoMe:KyTOYHOM atTecTanuu o Teme 1.4. TexHosioruu
00Hapy:KeHUs BTOPKeHHUIl
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Yacrs 1

Bompoc

OK/IK

Bpems,
CeK

[IIabmoH BpeJIOHOCHOW aKTUBHOCTH HA3bIBACTCS:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

[IporpamMMHOe 1K anmnapaTHOE CPEJICTBO MPEAHA3HAUEHHOE IS
BBISABJICHUS q)aKTOB HCABTOPU30BAHHOI'O JOCTYIIa B KOMIIBIOTCPHYIO
CUCTEMY WJIH CeTh JINOO HECAaHKIMOHUPOBAHHOIO YIIPABJICHUS WU B
OCHOBHOM uepe3 HTepHeT 310 -...

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CereBas cuctemMa 0OHapyKE€HUS BTOPKEHUH MMOTy4aeT AOCTYII K
ceTeBOMY TpaduKy, MOJKIIOYASCH K. ..

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kak no - npyromy Ha3piBaeTcs aHaiauzaTopa Tpaduka’?

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Nndopmanus He sBistonIascs o0IIeI0CTYTHOM, KOTOpasi CTABUT JIMII,
001aIatoIUX €10 B CUITY CBOETO CITy>KEOHOTO MOJIOKEHUS B

NPpEUMYIICCTBCHHOC ITOJIOKCHUC 110 CPABHCHHUIO C IPYTUMU 00BEKTaMH.

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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6 | BepHo 11, 4TO cUCTEMBI OOHAPYKEHUSI BTOP>KEHUI OBIBAIOT IK 2.1 30
KOMOMHHPOBAHHBIMH, CETEBBIMU U XOCTOBBIMU? IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

7 | BOmBIIMHCTBO CHUCTEM OOHAPYKEHHUSI BTOPKEHUH rpynmupytot curHansr | [IK 2.1 30
TPEBOTH I10: 1K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

8 | B maccuBHOI crcTeMe 0OHApYKEHUST BTOP)KEHUH TP 00HAPY KEHUH 1K 2.1 30

HapyIIeHU# 6e30macHOCTH, HH(OpPMAIIKS O HAPYIICHUH 3aMChIBACTCS 1K 2.2
- MK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

9 | IIporokonsubie COB UCHOMB3YIOTCS JJIA. . .. 1K 2.1 30
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

10 | mporecc, B X071 KOTOPOTO CO3AACTCs 3alTUIIICHHOE JIOTHYECKOe K 2.1 30
COCJIMHEHUE MEX/Ty IByMsI KOHCUHBIMU TOYKAMH TIOCPEICTBOM IIK 2.2
WHKAICYJISAIHUN Pa3IMYHbIX TPOTOKOJIOB. 1K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

Yactp 2

Ne Bonpoc OK/I1 | Bpewms,
K ceK
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OCHOBHBIM METOJIOM, MPUMEHSIEMBIM B CETEBBIX crcTeMax oOHapyxkenwus | 1K 2.1 30
BTOP’KECHHUH, SABIISETCS UCCIIEIOBAaHUE TPOXOAsIero Tpaduka u: 1K 2.2
1. BBOJI MOJIYYCHHBIX TJAHHBIX B caMOOOydarouecss HeHPOHHBIC CETH; K 2.3
2. cpaBHEHHE €T0 ¢ 02301 JAHHBIX U3BECTHBIX MAOIOHOB BPEIOHOCHOM gi 8;
AKTUBHOCTH; OK 03
3. CPaBHCHMC €ro CTATHCTHYCCKHMX XapakTePUCTHK C MHPOQUILIMU| i g4
HOPMAaJIbHOW aKTUBHOCTHU OK 09
OK 10
OCHOBHBIM METOJIOM, TPUMEHSICMBIM B XOCTOBBIX CHCTEMaX IK 2.1 30
OOHApYKEHHUS BTOPKEHUI, SBIISETCS: 1K 2.2
1. KOHTpPOJb LIENTOCTHOCTH KIIFOUEBBIX (haiiIoB K 2.3
2. CpaBHEHHWE CTATHCTUYCCKUX XaPAKTEPUCTHK TOBEICHUS OK 01
oJIb30Barteseil ¢ NpouiIsiMu HOPMAJIBHON aKTUBHOCTHU SE gg
3. CpaBHEHHE CTATUCTHYECKUX XaPaKTEPUCTHK MOBEACHUS IPOrPAMM | i 04
¢ mpoprIIIMU HOPMATFHOW aKTUBHOCTH OK 09
OK 10
JloxxHOE cpabaThIBaHHE CETEBOM CHCTEMBI OOHApYKeHUs BropskeHui nmeer | [1K 2.1 30
MECTO, KOT/1a: K 2.2
1. cucrema TeHEepHpYeT CHUTHAI TPEBOTH HAa OCHOBE TOTO, YTO OHA K 2.3
CUMTAET BPEJOHOCHOM WJIM MOJO3PUTEIBHON aKTUBHOCTBIO, HO YTO OK 01
B JICHCTBUTEIBHOCTH OKa3bIBAETCS HOPMAIbHBIM TpadUKOM IS OK 02
AHHOM CETHU OK 03
2. cucrteMma He cpabaThIBaeT, MPOIMyCcKas HEU3BECTHYIO aTaKy 8§ 83
3. cuctemMa HE YCHEBaeT aHaIU3UpOBaTh TpadhuK B pPEaTbHOM OK 10
Macitabe BpeMeH!
K d4uciay TUNWYHBIX NMPUYMH JIOKHBIX cpaOaThiBaHHMil ceTeBbIX cucreM | 1K 2.1 30
oOHapyKEeHHs BTOP>KCHUI MTPUHAJICkKAT: 1K 2.2
1. mMakcumanpHas MOJIO3PUTENBHOCTD  O/Ipa3yMeBaeMOi K23
KoHpuryparum OK 01
. OK 02
2. MakcuMalbHas MOJIO3PUTENBHOCTD  O/Ipa3yMeBaEMOi OK 03
KOH(UTyparuu OK 04
3. OTCyTcTBHE OOHOBJICHUI B MOJIpa3yMeBaeMol KOHPUTYpaluu OK 09
OK 10
YUToObl MHWHUMHU3HPOBATH YHCIO JIOKHBIX cpabaTeiBaHui cuctemsl | [IK 2.1 30
oOHapyKEeHHs BTOP)KCHUI, CIIETYeT: [K 2.2
1. MUHUMH3HPOBATH YUCIIO HACTPAUBAEMBIX MTAPAMETPOB K 2.3
2. WCMONb30BaTh MOJpPa3yMeBaeMble HACTPOUKH OK 01
3. HMHIWBHUIYaTU3UPOBATH HACTPOWKHU JJIsl CBOCH ceTh SE 85
OK 04
OK 09
OK 10
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6 Kareroputo curnanoB tpeBoru s UNIX-matdopm moxno Ge3omacHo | 1K 2.1 30
OTKIIIOYHTb, €CIIH: 1K 2.2
1. B ceru Hetr UNIX-cucrem [IK2.3
2. BBl yBepeHsl B 6e3onacHocTr UNIX-cucrem OK 01
3. JUIMTENIbHOE BPeMsl He TEHEPUPYIOTCS CUTHAIIBI TPEBOTH ISt gi ?é
UNIXcucrem OK 04
OK 09
OK 10
7 Jly4mum crtioco6om 00pabOTKH CUTHATIOB TPEBOTH SIBIISIECTCS: 1K 2.1 30
1. MX HeMeUIEHHOE 3aHeCeHue B 0a3y JaHHBIX 1K 2.2
2. OoTmpaBKa COOOIIEHHS 10 SJCKTPOHHOM MOUTe K 2.3
3. TMPOTOKOJIHMPOBAHHUE JJISI MOCIIEAYIOMIEr0 IPOCMOTpa SE g;
OK 03
OK 04
OK 09
OK 10
8 Jnist crcteM 0OHApYKEHUST BTOP)KEHUI HMEIOTCS CPENICTBA aHAIN3A: 1K 2.1 30
1. TONBKO KOMMEpUYECKHE MPOrpaMMHBIE CPEICTBA 1K 2.2
2. C OTKPBITBIMH HCXOHBIMHU TEKCTAMH 1K 2.3
3. HE CYIIEeCTBYET IMPOrPaMMHBIX CPEJICTB aHAIHM3a SE 8;
OK 03
OK 04
OK 09
OK 10
9 CereBble CHCTEMbI OOHAPYKEHUS BTOPXKCHHH JKelaTebHO 3amyckaTh Ha: | [IK 2.1 30
1. OIHOM KOMIIBIOTEPE C MEKCETEBBIM SKPAHOM 1K 2.2
2. OJIHOM KOMIBIOTEpE C OOIICTOCTYITHBIM CEPBUCOM K23
3. CHenuasbHO BBIICICHHOM KOMITBIOTEPE OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
10 | Pasmemenue cereBoil cucteMbl oOHapyx eHus Bropxkenuit B JIBC mozaau | 11K 2.1 30
MEKCETEBOI0 PKPaHa MO3BOJISET: 1K 2.2
1. mpocnymuBaTh JOKAJIBHYIO Cpedy Mepenavn 1K 2.3
2. TPOCIYIIUBAThH CPeNy Mepeaud B ICMUINTAPU30BAHHOM 30HE OK 01
3. TMpOCIyIIHUBAThH CPey Mepeauu mepel MEKCETEBBIM SKPaHOM SE 8§
OK 04
OK 09
OK 10

3.1.5. TecToBBIE BOMPOCHI 11 MPOME:KYTOUHOH atTectannu no Teme 1.5. MeToabl

ynpaBJieHUsl CPeACTBAMH 3aLUThI
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Yacrs 1

Bompoc

OK/IK

Bpems,
CeK

AHMI/IHI/ICTpaTI/IBHI)IG I[eflCTBPIﬂ B CYBI[ IMMO3BOJISIOT BBIIIOJJHATH IPUBUJICTUN

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK 09

OK 10

30

burossie IMIPOTOKOJIbI I€PEAAYN TaHHBIX PCAJIM3YIOTCA Ha

YPOBHE MOJACIIN BSaHMOI[eﬁCTBHH OTKPBITBIX CUCTEM

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Bo3MoxHOCTE MONTy4eHNsT HEOOXOIMMBIX TIOIH30BATENIO JTAHHBIX UJIM CEPBHCOB
3a pa3yMHOE BpEeMsl XapaKTepU3yeT CBOUCTBO

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

BoccTranoBienne qaHHBIX SBISETCS JOMOTHUTENFHON (DYHKIHEH YCITyTH 3aIIATHI

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

30

OK 03
OK 04
OK 09

OK 10

EHHHCTBGHHLIﬁ KIIFOY UCIIOJIB3YCTCA B KpUIITOCUCTEMAX

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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3anuch ONpeeNeHHBIX COOBITHI B )KypHaI 0€30MaCHOCTH CepBepa Ha3bIBACTCS:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Mapmpytuzanuss Y yOpPaBJIEHUE IIOTOKAMU JIaHHBIX PpEAIM3yIOTCS Ha
YPOBHE MOJEIIN B3aUMOJEHUCTBUS OTKPBITBIX CUCTEM.

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

HauGonee HaeKHBIM MEXaHHU3MOM ISl 3aLUTHI COACPIKAHUS COOOIICHHIA
SIBIISIETCSI:

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

[Homydenue u anann3 HHOOPMAITUU O COCTOSTHAN PECYPCOB CHCTEMBI C TIOMOIIBIO
CHENHMaTIBHBIX CPEICTB KOHTPOJIS Ha3bIBAETCS:

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

[IpuMeneHune yciyrd NpUYaCTHOCTH PEKOMEHIYETCsl Ha
ypoBHe monenu OSI

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

30

OK 10

Yactp 2

Bompoc

OK/MI

Bpems,
CeK
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Pucku B cdepe nnpopmaioHHoH 6€30MaCHOCTH pa3AesoTCs Ha: IK 2.1 30
1. BHEIIHUE U BHYTPEHHUE 1K 2.2
2. O0OBEKTHBHBIC U CyOBEKTHBHBIE K 2.3
3. CHCTEMHBIC U ONEPALMOHHBIC OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
Meps! nH(pOpMATMOHHOH 0€301TaCHOCTH HAIIPABIICHBI HA 3AIHUTY OT: 1K 2.1 30
1. HaHeceHHUs HEMPHEMIIEMOTO yIepoa; 1K 2.2
2. HaHeceHUs J00ro ymepoa [IK2.3
3. TOATIISAIBIBAHUS B 3aMOYHYIO CKBRKUHY OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
[Ipy TOTHOMOYHON MONUTHKE OE30MacCHOCTH COBOKYMHOCTH MeTok c | ITK 2.1 30
O/IMHAKOBBIMH 3HAYEHUSMH 00pasyer: 1K 2.2
1. ob6mactb paBHOTO JIOCTYIIA; K23
2. YpOBEHb 0€30MaCHOCTH OK 01
3. YpOBEHb JIOCTYITHOCTH 0K 02
OK 03
OK 04
OK 09
OK 10
C TOMOIIBI0 3aKPHITOT0 KITF04Ya HHPOpPMAIIHS: 1K 2.1 30
1. xomupyercs 1K 2.2
2. TpaHCIHPYEeTCs K 2.3
3. pacmmudpoBbIBaCTCI OK 01
4. 3ammdpoBbIBacTCA OK 02
OK 03
OK 04
OK 09
OK 10
COBOKYMHOCTH CBOMCTB, 00YCIIOBIMBAIOIIMX MPUTOAHOCTh MHGpopMaruu | 1K 2.1 30
yIIOBJIETBOPATHh OIpEACICHHbIE MOTPeOHOCTH B cooTBeTcTBUM ¢ ee | [IK2.2
Ha3HAYEHUEM, HAa3bIBACTCH: IK 2.3
1. akTyalbHOCTBIO HHGOpPMAIIUU OK 01
2. JIOCTYITHOCTHIO OK 02
3. KayecTBOM MH(popMaIuu OK 03
OK 04
4. 1EeTOCTHOCTBIO OK 09
OK 10
CornacHo «OpaHXKeBO KHUTe» YHHUKaJbHbIE MJICHTU(UKATOPHI ToKHbI | [IK 2.1 30
UMETh: 1K 2.2
1. naubonee BaKHbIE CyOBEKTHI K 2.3
2. HauboIee BaKHbIE OOBEKTHI OK 01
OK 02

3. Bce CyOBEKTHI
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4. Bce 00BEKTHI OK 03
OK 04
OK 09
OK 10
7 CreneHp 3alUIIEHHOCTH HH(OPMAIMKM OT HETaTUBHOTO Bo3eicTBus Ha | [IK 2.1 30
He€ C TOYKM 3peHusi HapymieHus e€ ¢usmueckoir u normdeckoi | [IK 2.2
LEJIOCTHOCTU WJIH HECAHKI[HOHHUPOBAHHOT'O UCIIOJIH30BAHUS — 3TO: 1K 2.3
1. ys3BuUMOCTH HH(OPMAIH OK 01
2. HaAEKHOCTh HH(POPMAIIH OK 02
3. 3alUIIEeHHOCTHh HH(pOPMAIUU gi 82
4. 0Ga3omacHOCTh MHPOPMALIUU OK 09
OK 10
8 Haumenee 3aTpatHblif kpuntoananus i kpuntoanropurma DES IK 2.1 30
1. mepe6op Mo BEIGOPOUHOMY KIKOUEBOMY IPOCTPAHCTBY 1K 2.2
2. pa3loXEeHUE YMCIIa Ha CII0)KHBIE MHOKHUTEIH [IK2.3
3. mepebop 1Mo BceMy KIIFOYEBOMY MPOCTPAHCTBY gi g;
4. pa3ioKeHHE YNCia Ha MMPOCTHIE MHOKUTEIN OK 03
OK 04
OK 09
OK 10
9 K 0CHOBHBIM (YHKIIHSIM CHCTEMBI 0€30ITaCHOCTH MOKHO OTHECTH BCE 1K 2.1 30
HEePEUYHCIIEHHOE: 1K 2.2
1. YCTaHOBNCHHE PErIaMeHTa, ayiT CUCTEMBI, BBISBICHKE puckop | 1K 2.3
2. YcraHOBKa HOBBIX O(DPHCHBIX IPHIIOKEHUH, CMEHA OK 01
XOCTUHTKOMITaHUH SE 8§
3. Buenpenue ayTeHTH(HKALNH, TPOBEPKH KOHTAKTHBIX JaHHBIX OK 04
MOJIb30BaTENCH OK 09
OK 10
10 | MudopMmalus, KOTOPYIO CISAyeT 3aluimath (o HopMmartuBam, npasuiam | 1K 2.1 30
CeTH, CUCTEMBI) Ha3bIBAETCS: 1K 2.2
1. PermameHTHpOBaHHOM [IK2.3
2. IlpaBoBoit OK 01
3. 3BammuiaeMoit OK 02
OK 03
OK 04
OK 09
OK 10
3.1.6. TecToBbIe BONPOCHI ISl MPOMEKYTOUHOI aTTecTanuu no Teme 2.1. OCHOBBI
Kpunrorpagpu4eckux MeToaoB 3amuThl nHGopmanun Yacrs 1
Ne Bonpoc OK/IIK | Bpems,
CeK
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[IpeoOpa3oBaHue MOHATHOTO TEKCTA B 3aIIM(POBAHHBIH C IENBIO 3AIIUTHI

nHpOPMAIINH - ITO

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CrnoBo "kpunrorpadus” mpou30MIIo OT

IK 2.1

30

[IK 2.2
K 2.3
OK 01
OK 02
OK 03 OK
04 OK 09
OK 10

Kak Ha3piBatoT B kpunrorpaduu CMEHHbIN 3J1eMeHT mudpa, KOTOPBIH
MpUMEeHseTCsl JUTsl U(POBAHUSI KOHKPETHOTO COOOIIEHUS

IK 2.1
K 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK 09
OK 10

30

Kak Ha3zpiBaeTcs mpoliiecc HaJIOKEHUS M0 ONPEeIEHHOMY 3aKOHY
rammairdpa Ha OTKPBIThIE JaHHbIE

IIK 2.1
IIK 2.2
K 2.3
OK 01

OK 02
OK 03 OK
04 OK 09
OK 10

30

HpI/I HCIIOJB30BaHNHU KIIACCHYCCKUX KpI/IHTOl"pa(I)I/I‘IeCKI/IX AJIrOpUTMOB
KJIIOY I_HI/I(prBaHI/IH H KIIIOY ,I[CIHI/I(prBaHI/IH COBIIaJAarOT U TaKUC
KpHUIITOCUCTCMBbI

IIK 2.1
IIK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK 09
OK 10

30

Kak Ha3pIBaeTcst Kpunrorpaduieckas cucreMa OTKphITOro Kiroua,
o0ecrieunBarolas TaKue MEXaHN3MbI 3aIIMThl KaK MIH(pPOBaHUE U
udpoBas MOANUCH, pazpadotanHas B 1977 roxy

IK 2.1
IIK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK 09
OK 10

30
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KpI/IHTOCI/ICTeMbI C IOCJICO0BATCIIbHBIM BbIIIOJTHCHHECM HpGOGpaSOBaHI/Iﬁ
Hal 3JICMCHTAMH OTKPBITOI'O TCKCTA HA3bIBACTCA

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03 OK
04 OK 09
OK 10

30

CumBoIIBI IMGPYEMOro TEKCTa MEPEMENIAI0TCS IO OTPEICTICHHBIM
IIpaBUJIaM BHYTpU HIMPpyeMoro 0JI0Ka 3TOro TEKCTa, 3TO METOJ ...

IK 2.1
[IK 2.2
IIK 2.3
OK 01

30

OK 02
OK 03
OK 04
OK 09
OK 10

CumBOITBI TIMGPYEMOT0 TEKCTa 3aMEHSIOTCS APYTUMH CUMBOJIAMH,
B3STBIMHU U3 OJJHOT'O WJIM HECKOJBKHX aj(haBUTOB, TO METOJ]

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

Hayxka o ckpeiTOii mepegade nHGpOpMaIUU IyTEM COXpPaHEHUs B TallHE
camoro (hakTa mepenadu - 3T0

IIK 2.1
IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yacrp 2

Bomnpoc

OK/II

Bpems,
ceK

B uem CYTb METOZa OTKPBITOI'O U CKPBITOT'O KJIro4eH?
1. KPHUIITOBAHUC CKPBITBIM KIIFOUOM U JCKPHUIITOBAHUC OTKPBITBIM
KIIIOYO0M;
2. WCHOJIb30BaHHE CYMMBI IBYX KJII0YEel B Ka4€CTBE KJIr04a JIJIst
KPpHUIITOBAHUS

3. KPHUIITOBAHUC OTKPBITBIM KIIFOUOM U JCKPUIITOBAHUC CKPBITBIM
KJIIOYOM.

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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Kak HaspiBaercs «ucropuueckuii» mmdp, B KoTopoM Kaxmas Oyksa | [TIK 2.1 30
MCXOJHOTO TEKCTa 3aMeHsyIach OyKBOW, cTosmeli Ha HekoTopoe | [IK 2.2
(UKCUpOBAaHHOE YHCIO MECT Jjanblie B aidasure, o mnpumeHenuu | [IK 2.3
KOTOPOTr'0 UMEIOTCS IOKyMEHTaIbHbIE CBUIETEIHCTBA? OK 01
1. mmudp Mapkopa OK 02
2. umdp Lesaps OK 03
3. mudp Daurma OK 04
4. umdp brommra OK09
OK 10
Kak Ha3piBaeTcss COBOKYIHOCTH 3apaHee OroBOPEHHBIX crocobos | 1K 2.1 30
peoOpa3oBaHusl HCXOTHOTO CEKPETHOro cooOmeHuss ¢ 1enpio ero | [IK 2.2
3aIIUTHI? IK 2.3
1. Anroputm OK 01
2. Kirou OK 02
3. Tlpotokomn gi 8431
4. Hiugp OK 09
OK 10
Kak Ha3wIBaeTcs cooOIIeHHe, IMONyYeHHOe Iociie mpeoOpaszoBanus c | [1IK 2.1 30
UCIIOJIb30BaHUEM JIF000TO mudpa? 1K 2.2
1. 3aKpbITBIM TEKCTOM IK 2.3
2. MMHUTOBCTaBKOM OK 01
3. KII0UOM OK 02
OK 03
OK 04
OK 09
OK 10
UYrto B kpunTorpaduu Ha3bIBAIOT OTKPBITBIM TEKCTOM? c | IIK2.1 30
1. ucxomnHoe cooOmieHne (coodreHue 10 muppPOBaHUS) 1K 2.2
2. OTKPBITHIN KJIH0Y MM POBAHUS [IK2.3
3. coolmieHue, moJy4YeHHE IMOcie IpeoOdpa3oBaHus OK 01
HCIIO0Ib30BaHUEM JII000TO mudpa 8§ 8§
4, 5IeKTPOHHYIO HUGPOBYIO MOAMUCH OK 04
OK 09
OK 10
Kakas nHayka pa3zpabaTbsiBaeT METOIbI «BCKPBITHSD MH(PPOB? IK 2.1 30
1. Kpunrorpadus 1K 2.2
2. Kpunroananms MK 2.3
3. Taiinonuck OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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Yo Takoe KpUNTOCTOHKOCTh? IK 2.1 30
1. xapakrepucTuka mpUPTa, ONPENEIIAIONIast €ro CTOMKOCTh K [K 2.2
JIemupoBaHuIo 0e3 3HAHUA KITF0Ya K 2.3
2. CBOWCTBO raMMBI OK 01
3. BCE OTBETHI BEpHBI OK 02
OK 03
OK 04
OK 09
OK 10
UeM SIBISIOTCS CUMBOJIBI HCXOHOI'O TEKCTA, CKIIaAbIBAIOIIMECS C IK 2.1 30
CHMBOJIAMH HEKO#i cITyuaifHoOH HOCIe10BaTeIbHOCTH? IK 2.2
1. anropuTMOM raMMHPOBAHHS [IK2.3
2. aaropuTMOM TIEPECTaHOBKH OK 01
3. aJIropuTMOM aHAJTMTHYECKUX MMPEOOpa3OBaHUM SE gg
OK 04
OK 09
OK 10
KonudaecTBo mocienoBaTeIbHOCTEH, U3 KOTOPBIX cOCTOHUT pacmudposka| 1K 2.1 30
TekcTa 1o Tabnuie Buxunepa: 1K 2.2
1. 4 I[IK 2.3
2.3 OK 01
3 5 OK 02
OK 03
OK 04
OK 09
OK 10
10 | CyTh MeTO/a MMePECTAHOBKH: 1K 2.1 30
1. CHMBOJIBI IHA(PYEeMOro TEKCTa MepecTaBISIoTCs 1o 1K 2.2
OTpe/Ie/IeHHBIM TIPaBUJIaM BHYTPH IIHdpyemMoro 610ka cumponos 2. | K 2.3
3amMeHa andaBuTa OK 01
OK 02
3. BCe MpaBUIIbHbBIC OK 03
OK 04
OK 09
OK 10
3.1.7. TecToBble BONPOCHI UIsi MPOMeKYTOUHOH aTTectanun no Teme 2.2. CoBpeMeHHbIe
CTAHAAPTHI MIUPPOBAHNS
Yacrp 1
Ne Bomnpoc OK/IIK | Bpewms,
CeK
Ha ckonbko 6510k0B OyzeT pa3outo cooduienue pazmepom 1 Koait s IK 2.1 30
mmdpoBanus anroputmom DES?Ot1Bet 3anuimuTe B Bue oaHoro uuciaa | 11K 2.2
IK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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Kak HazwiBaercs croco0 mudpoBanusi, B KOTOPOM UG POBaHKE
BBITIOJTHAETCS IyTEM CJIOKEHUSI CHMBOJIOB HCXOHOTO TEKCTa U KITI0Ya 110
MOJTyJII0, paBHOMY 4HuCIly OyKB B andasure?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

(byHKIUS, KOTOpas sl CTPOKU MPOU3BOIBHOMN JUTMHBI BEIYUCIISAET
HEKOTOPOE XapaKTEPHOE LEJI0€ 3HAYCHUE WIH HEKOTOPYIO IPYTYIO
CTPOKY (PUKCUPOBAHHOM JITMHBI

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CKOJIBKO KIJIFOUEH UCHIOJIB3YEeTCs B KpUNITOrpadhUUeCcKUX alropuTMax ¢
OTKPBITBIM KIIFOUOM?

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kak HaszpiBaercs crnoco0 peanuszauy KpUnrorpapuieckoro MeToia, pu
KOTOPOM BC€ MpoLeayphl IUGPOBAHUS U PACIIU(PPOBAHUS BHITOIHIIOTCS
CHEIHAbHBIMU 3JEKTPOHHBIMU CXEMaMHU IO OMPEIeIIEHHBIM JIOTHYECKUM
npasuiam?

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Otnocutcs i anroput™ DES k anroputmam mudpoBaHus ¢ OTKPHITHIM
KIIFOUOM?

IK 2.1
IIK 2.2

30

IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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Bepuo nmu yrBepxaenue: «airoput™m RC4 MoxHO UCTIONIB30BATh AJIs
TE€HEpaLH MICEBIOCTYYANHON KIIFOUEBOM NTOCIEA0BATEIBHOCTH IIPH
MOTOYHOM HIH(pPOBaHUU HH(POpMATTII»?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

BepHo nu yTBepKIeHUE: «ITOTOYHBIC U (PBI IPUMEHSIFOTCS JIIs
(hopMUpOBaHHS IICKTPOHHOU TU(POBOH TOIHCH»?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kax HaspiBaeTcst «ucTopudeckuin» mudp, B KOTOpoM Kaxkaas OykBa
HCXOJIHOTO TEKCTa 3aMEeHsIach OyKBOM, CTOSIIEH HA HEKOTOPOE
(hMKCUPOBAHHOE YUCIIO MECT JaIbIle B aji(paBUTE, O MPUMEHEHUHN
KOTOPOIr'o UMCHOTCA NOKYMCHTAJIBHBIC CBI/IJIeTeJ'IBCTBa?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

Kak Ha3bpiBaeTcst cooOIICHNE, TOTyYEHHOE ITOCIIe PEOOpa3OBaHHMS C
WCIIOIb30BaHUEM JII000T0 mudpa?

IK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yacrp 2

Bomnpoc

OK/II

Bpems,
ceK

O6patumoe nmpeodpazoBaHre MHGOPMAIUH B LENIAX COKPHITHS OT
HEaBTOPHU30BAHHBIX JIMII, C IPEIOCTABICHUEM, B 3TO K€ BpeMs,
aBTOPM30BAHHBIM OJIB30BATENSAM JAOCTYIA K HEH:

1. mmdppoBanue

2. 3amudpoBKa

3. 3aKpBITOCTb

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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Anroputm DES sBnsercs IK 2.1 30
1. aIropuTMOM BBIMUCIEHHUS (QYHKIMM XEIIMPOBAHUS 1K 2.2
2. anropuTMoM (POPMHUPOBAHHUS FICKTPOHHOU ITU(POBOI MOATUCH K 2.3
3. OJIOUHBIM AITOPUTMOM ACUMMETPHYHOTO MU(POBAHUS OK 01
4. ONOYHBIM AITOPHUTMOM CUMMETPUIHOTO MIH(PPOBAHUS gi gi
OK 04
OK 09
OK 10
Kak Ha3piBaeTcs KOMOMHAIMS HECKOIBKUX MOAPS] IPUMEHEHHBIX 1K 2.1 30
NPOCTHIX MHU(POB, JAONIKX B pe3yabTare 00jIee CI0KHOE 1K 2.2
npeobpazosanue? 1K 2.3
1. acummeTpuyHBIHA MHUPP OK 01
2. TocnenoBaTeIbHbBIN mudp SE gi
3. KOMIIO3HMIIMOHHBIH mudp OK 04
4. cnoxHbIN mWUdp OK 09
OK 10
Kak pacmmmdpossiBaercst abopesuarypa DES? 1K 2.1 30
1. Data Extended Standard 1K 2.2
2. Deep Extended Standard 1K 2.3
3. Deep Encryption Standard OK 01
4. Data Encryption Standard OK 02
OK 03
OK 04
OK 09
OK 10
Kak pacmmdpossiBaetcst abopeBuarypa AES? 1K 2.1 30
1. Advanced Encryption Standard 1K 2.2
2. Analytic Encryption Standard 1K 2.3
3. American Extended Standard OK 01
4. Advanced Extended Standard OK 02
OK 03
OK 04
OK 09
OK 10
Kaxk Ha3pIBaeTCs pe)KUM HCIIOIB30BaHUS 0J0YHOTO IHdpa, B KOTOPOM IK 2.1 30
KaXIbIi OJIOK MCXOHBIX JAHHBIX MU(PYETCS HE3aBUCHUMO OT ocTaibHbIX | [IK 2.2
0JI0KOB C IIPUMEHEHHUEM OJIHOIO M TOI'0 XKe KiIroua mudpoBanus? 1K 2.3
1. pexuM mpocToi MOOIOYHON 3aMEHbI OK 01
2. peXuM cueneHus 0JI0KoB mudpa OK 02
3. pexum GopMHPOBaHHS dIEKTPOHHOHN HU(PPOBOI MOAMHCH 4. gi 82
PEKUM CO3JIaHHS XeII-Ko/a OK 09
OK 10
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7 Kak Ha3pIBaeTCs peXUM UCIIOJB30BaHUs OJIOYHOTO mudpa, B KOTOPOM 1K 2.1 30
nepen muppoBaHUEM KX IbIH OJIOK OTKPBITOrO TeKCTa ckiiaabiBaeTcs mo | [K 2.2
MOJIYJIIO 2 ¢ pe3yJIbTaToM MKH(POBAHKS IPEIbIAYLIEro 610Ka? 1IK 2.3

1. pexxum mpoCcToil MOOIOYHON 3aMEHBI OK 01
2. PEXUM CIeTUIeHus 6J0KOB mudpa OK 02
3. pexuM HOpMHPOBAHUS HIEKTPOHHOHN HU(POBOM MOIIHCH gi 82
OK 09

OK 10

8 Anroputm DES sBnsercs 1K 2.1 30

1. anropuTMOM BBIYMCIICHUS (QYHKIUH XCIIMPOBAHUS IK 2.2
2. anropuTMoM (GopMHPOBaHHS AIIEKTPOHHON HU(POBOH MOITHCH K23
3. OJIOUHBIM AITOPUTMOM ACUMMETPHYHOTO MH(POBAHUS 4. OK 01
OJIOYHBIM AITOPUTMOM CUMMETPUYHOTO MIH(PPOBAHHUS OK 02
OK 03

OK 04

OK 09

OK 10

9 Kak Ha3piBaeTcst 0THO3HAYHOE NMPe0Opa30BaHNEe BXOTHOTO MacCHBa 1K 2.1 30
JIAHHBIX MTPOM3BOJILHOMN JIUTMHBI B BRIXOTHYIO OUTOBYIO CTPOKY 1K 2.2
(UKCUPOBAHHOMW JUTHHBI? 1K 2.3

1. XemmupoBanue OK 01
2. T'ammupoBaHue OK 02
3. TlepecranoBka OK 03
OK 04
OK 09
OK 10

10 | Ha yeM ocHOBaHa Oe30macHOCTh anroput™Ma RSA s hopmupoBanus 1K 2.1 30

1M pPOBOI moAmHcH? 1K 2.2
1. Ha TpyJHOCTH BO3BEICHUS LENBIX YHCEN B CTEIICHb 110 MOJIYJIIO IK 2.3

2. Ha TPYyIHOCTH BBIYHCICHUS JUCKPETHBIX JOrapu(mMoB OK 01

3. Ha TPYIHOCTH pEeIIeHUs 3a1a4i (HaKTOpU3aIHN SE 8§
OK 04

OK 09

OK 10

3.1.8. TecroBple Bompochl [Jsi NPOMEKYTOUHOH  arTecTamuum mo Teme 2.3

Kpunrorpadpuueckue MeToabl oboecriedeHus1 0€30MACHOCTH CeTeBbIX TEXHOJIOT U
Yacrp 1

Ne Bonpoc OK/IIK

Bpems,
CeK

1 | ycTpoiicTBO KOHTPOJIS IOCTYIA B CETh, IpeAHa3HaueHHOoe 11 61okupoBku | [IK 2.1
Bcero Tpaduka, 3a HCKIFUSHUEM pa3pelIeHHBIX TaHHBIX - 3TO 1K 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

30
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OK 10

TIOTIBITKA MOJTyYEHHS 3I0YMBIIIICHHUKOM HH()OPMAIIH, 1151 IPOCMOTpa
KOTOPOH y HErO HET Pa3pelIeHnuH - 9TO

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

HOT@HHI/IﬂJ’IBHBIfI IMYTH AJI BBIIIOJIHEHUS aTaKH — 3TO

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09

30

OK 10

MEXaHU3M ayTeHTU(PUKALIUH, TTPEATIOIAT A0 HCIIOIb30BaHNE
OTIPEJICTICHHOTO YCTPOMCTBA I MACHTU(PUKAIIUN YEIIOBEUECKUX
XapaKTEPUCTHK

IK 2.1
K 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Ha xakom ypoBHe monenu OSI ocyiiecTBisieTcs: MapIipyTu3aus?

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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Kakue cucrtemal npeaHa3Ha4YCHbI AJId o0ecrneueHUs CETEBOrO

MOHHUTOPHHTA, aHAJIN3a U OMOBEIICHUS B CITy4ae OOHAPYKEHUS CETEBOU

araku?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kak HaspiBaeTcs npoueaypa npegocTaBiacHUs OIPEACICHHOMY
I10JIb30BATENIIO IIPAB HA BHINOJIHEHUE HEKOTOPBIX ACHCTBUIN?

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yro takoe IPTV?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kakoe Ha3zBaHMe mosy4nsia TEXHOJIOTHS, MTO3BOJISIONIAs] 00ECTIEYUTh OJTHO
WJIM HECKOJIBKO CETEBBIX COEIMHEHUH (JIOTHYECKYIO CETh) MOBEPX APYToi

CEeTH C MPUMEHEHHUEM CPEJICTB KpunTorpadun?

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

Ha kaxom ypoBHe mozaenu OSI co3znatot TyHHenu npoTokoiibl L2TP u

PPTP?

IK 2.1
IIK 2.2

30

IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

Yactp 2

Bompoc

OTtBer

OK/MI

Bpems,
CeK
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[Topt 80 mo3BosET: K 2.1 30
1. oCyHIECTBIATH HOCTYH K BEO 1K 2.2
2. mepenaBatb (hailiibl K 2.3
3. Mody4aTh M OTCHUIATH MOYTY OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
Uto sIBIISIETCSI OCHOBHOW PUYHMHOM PacripoOCTpaHEeHUs 1K 2.1 30
KCIIOIb30BaHUSI OECIIPOBOIHBIX TEXHOJIOTHI? 1K 2.2
1. Hemoporoi MeTo/ COeTMHEHUS [K2.3
WH()OPMAIMOHHBIX CHCTEM OK 01
2. BBICOKas CKOPOCTh TIepeauu JaHHbBIX SE gi
3. BBICOKas 3alIMIIEHHOCTh COCIMHCHUI OK 04
OK 09
OK 10
JlaHHAs TIOJIMTHKA OIIPEIEIISIET CTENeHh CEKPETHOCTH 1K 2.1 30
nH(pOpMaUM BHYTPH OPraHU3AINHA U HEOOXOIUMBIC IK 2.2
TpeOOBaHUs K XPaHEHHUIO, ITEpeIaue, IIOMETKE U 1K 2.3
YIIPABJIEHUIO 3TOM MH(POPMAIHEHA. OK 01
1. mommTHka 6€30MacCHOCTH OK 02
2. wH(OpMaIMOHHAS MTOJIUTHKA OK 03
3. TMOJHUTHKA Pe3ePBHOTO KOMMHMPOBAHUS 8§ 83
OK 10
Ckoi1bK0 HHTEP(EHCOB Y MEKCETEBOT0 IKpaHa 1K 2.1 30
MPUKIATHOTO YPOBHs? 1K 2.2
1. 1 I[IK 2.3
5 9 OK 01
3. 1O 0JIHOMY Ha KaXJIyI0 CETh, K KOTOPBIM OH SE 8§
MOAKIIOYCH OK 04
OK 09
OK 10
JI1st 3a1TUThI OT aTaK KaKoro THIA IIpeIHa3HaAYeHA K 2.1 30
Ciy06a KOH()HMIEHIINATLHOCTH? [IK 2.2
1. araku goctyma K 2.3
2. artaku MoauUKaIuu OK 01
3. arakd OTKasa B 00CIy>KWBaHUU OK 02
OK 03
OK 04
OK 09
OK 10
Kakoe HazHaueHnue ciry:x661 DNS? IIK 2.1 30
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1. cunxpoHM3aLUs BpEMEHU IK 2.2
2. pa3peleHus CHCTEMHBIX MMEH M MX 1K 2.3
npeoOpaszoBanus B [P aapeca gi 8;
3. mojmepkka QyHKIIMOHUPOBAHUS CETU OK 03
OK 04
OK 09
OK 10
7 Kakue TpebGoBaHMs PENBIBIAIOTCS K KOPHEBOMY 1K 2.1 30
Karajory Bed-cepsepa? 1K 2.2
1. He I0/DKEH COBIAJaTh C CHCTEMHBIM KOPHEBBIM K 2.3
KaTaJorom OK 01
2. He JIOJDKEH IMpeBbImaTh 2 ['0aiT SE gi
3. nmoinkeH conepxath ¢aitr index.html OK 04
(index.php) OK 09
OK 10
8 MeskceTeBoi dKpaH K 2.1 30
1. 3amuIIaeT BHYTPEHHHE CETH OT BHENIHUX aTaK 1K 2.2
2. oOecrieuyuBaeT 3alUTy OT 3JI0yMBIIUICHHUKA, [IK2.3
WCTIONB3YIOIIETO IS BXOJa B CUCTEMY OK 01
3aKOHHYIO [IPOrpaMMy OK 02
3. obecrieunBaeT 3aIIUTY, €CIIH 3JI0YMBIIIICHHUK SE 82
qepe3 YSA3BUMbIE MECTa MOJIyYUT TOCTYII K OK 09
(haiimam KaK aAMUHUCTPATOP OK 10
9 Kak Ha3wIBaeTCs cTaHAAPT IS BAPTYAIbHBIX 1K 2.1 30
JIOKAJIBHBIX ceTeit? 1K 2.2
1. |EEE 802.11 IIK 2.3
2. |EEE 802.11i OK 01
3. IEEE 802.1Q OK 02
OK 03
OK 04
OK 09
OK 10
10 |192.168.1.1 — 570 ... K 2.1 30
1. MAC-anpec IK 2.2
2.SSID K 2.3
3. IP-azpec B IPv4 OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
3.1.9. TecToBbIe BOmpochkI 115 npomMe:kyTouHoi artectanmn M/IK 02.01 Yacrb
1
Ne Bomnpoc OK/IIK | Bpewms,
CeK
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Bupyc, koTopslii nogcoeAnHAETCss K 0ObIYHOM NpOorpaMMe UiId JaHHBIM -

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04

30

OK 09
OK 10

Kaxue BUpyChl aKTUBU3UPYIOTCS B CaMOM Haydajie pabOThl ¢ ONEparliOHHON
CHUCTEMOM:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Haubonee 3ammmennas ¢aitioBas cuctema — 3T0:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

ArpeccuBHOE TOTPEOJICHUE PECYPCOB SBISICTCS YTPO30H:

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

CkosbpKO YpOBHEH BKIIOUaeT B cebs ceTeBast monenb OSI?

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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Kakue u3 cpeacts 3ammThl nH(GOPMAIMY HAMPaBJICHBI HA 3aLTUTY
obopymoBaHus?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Kak Ha3piBaeTcs cocTosiHue MHPOPMALMOHHOM Cpeibl, B KOTOPOM
obecriedeHbl KOH(UACHIIUATBHOCTD, IETIOCTHOCTD U JIOCTYITHOCTb
uHpopmanun?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Joctyn cyObekTa K 00bEKTy B HapyIllI€HHE YCTaHOBJIEHHBIX B CUCTEME

IK 2.1

30

MIpaBWJI pa3rpaHUdeHUsl JOCTyMa - 3TO

[IK 2.2
IK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

IP anpec umeet mMHy

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

10

Kittou, noctynHslif BceM i TpoBepKU UGPOBOM MOIIUCH MO
JOKYMEHTOM

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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11

3aBUCUMOCTbH IPOU3BOJUTEILHOCTH OT aNMapaTHOrO OOeCTICUeHus, Ha
KOTOpPOM paboTaeT MEKCETEBOM dKpaH, siBiisieTcst HepocTatkoM VPN Ha
OCHOBE. ..

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

12

CeteBoe yCcTpOICTBO, IOAKIIOYAEMOE K IBYM CETSM, KOTOPOE BBIIOIHSAET

¢byHKIMM mMGpPOBaHUS U ayTeHTH()UKALIMH TSI MHOTOYMCIICHHBIX XOCTOB,

PaCIIOJIOKCHHBIX 34 HUM — 3TO ...

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

13

B xo/1€ BBINMOJHEHUS TPOLIEAYPHI ... MPOUCXOIUT MOATBEPKICHUE
BAJIMUIHOCTH IIOJIB30BaTEIIS

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

14

Kaxkas Tonosiorus npencraBieHa Ha pUCyHKe?

IIK 2.1
K 2.2
K 2.3
OK 01

30

VPN TyHHenb
ADSL mogem

e
9

BupTtyanbHas
! ceTb =

HOKaanaﬂ cetb 1 JlokanbHas ceTb 2

4

WHTepHeT

&@w/

¢H

OK 02
OK 03
OK 04
OK 09
OK 10

15

Bepuno 5u, yto VPN 1 6ecripoBoiHbIE TEXHOJIOTUH HE KOHKYPUPYIOT, a
JOIIOJHSAIOT IpYT Apyra

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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16

[IIabmoH BpeJIOHOCHOW aKTUBHOCTH HA3bIBACTCS:

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

17

[IporpaMMHOe WK annapaTHOE CPEJICTBO MPEAHA3HAUEHHOE IS
BBISIBJICHUSA q)aKTOB HCABTOPU30BAHHOI'O NOCTYIIa B KOMIIBIOTCPHYIO
CUCTEMY WJIH CeTh JINOO HECAaHKIMOHUPOBAHHOTO YIIPABJICHUS WU B
OCHOBHOM uepe3 HTepHeT 310 -...

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

18

CereBas cuctemMa 0OHapyKE€HUS BTOPKEHHH MOITy4aeT AOCTYI K CETEBOMY
TpapuKy, MOAKIIOYAsCH K...

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

19

...OTpeIeNsieT BUPTYaIbHYIO YACTHYIO CETh

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

20

METO/1, TO3BOJISIOIIUI BOCTIONB30BAThCS OOILIEAOCTYITHOM
TEJIeKOMMYHHUKAIIMOHHOW HH(GPACTPYKTYPOU Ui MIPEIOCTaBICHUS
yIaJeHHbIM O(HCcaM UIH OTAEIbHBIM M0JIb30BATEISIM 0€3011aCHOTO
JIOCTYTa K CETU OpraHU3aIluu

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30
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21

Kak 1o - n1pyromy Ha3bIBaeTcsl aHaIM3aTopa Tpaduka?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

22

Wudopmanus He siBIsitonIasicss 00MIeI0CTYITHOM, KOTOpasi CTABUT JIUII,
00JIaaroIInX €10 B CHITy CBOETO CIIY’)KEOHOTO TOJOKEHHUS B

MIPEUMYIIECTBEHHOE TIOJIO)KEHHUE 110 CPAaBHEHUIO C APYTUMHU OOBEKTaMH.

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

23

BepHo 11, uyTO cucTeMbl 00HApYKEHHUS BTOP)KEHHUI OBIBAIOT
KOMOMHHPOBAaHHBIMU, CETEBBIMU U XOCTOBBIMU?

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

24

BonpimmHCcTBO cricteM 0OHapyXEHHsI BTOPKEHUHN TPYIIUPYIOT CUTHAIIBI
TPEBOTH TO:

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

25

Iponuecc, B Xo04€ KOTOPOro Co34acTcCsd 3allUIICHHOC JIOTHYCCKOC
COCAUHCHHUEC MCKAY ABYMSI KOHCUHBIMU TOUYKAMHA MTOCPCACTBOM
HUHKAIICYJINUU PpAa3JINYHBIX ITPOTOKOJIOB.

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

26

YCTpOﬁCTBa, C IOMOMIIBIO KOTOPLIX MOKHO BBISIBJIATE U CBOCBPEMCHHO
npeaoTBpallaTb BTOPKCHUA B BEIYUCIIUTCIIBHBIC CETU

IK 2.1
IIK 2.2
IIK 2.3

30
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OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

27

JlocTyn cyObekTa K O0bEKTy B HapyIIEHUE YCTAaHOBIICHHBIX B CHCTEME
IIPaBUJI Pa3rPaHUYEHHUS] JOCTYIIA - ITO

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

28

IP anpec umeer nuny

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

29

Kitrou, noctymHbIi BceM 1Sl MPpOBEPKH MU(PPOBON MOIIMKUCH O]
JIOKyMEHTOM

IIK 2.1
IK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

30

Kak Ha3bpiBaercst cocTosiHue HHMDOPMAIIMOHHOH Cpelibl, B KOTOPOM
o0ecriedeHbl KOH(UICHITUATLHOCTD, IEJIOCTHOCTh U JIOCTYITHOCTb
nHpopmaruu?

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03
OK 04
OK 09
OK 10

30

Yactp 2

Bomnpoc

OK/II

Bpem
fl, CeK
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OCHOBHBIMU UCTOYHUKAMH YTPO3 HH(POPMAIIMOHHOW 0€301MacHOCTH IK 2.1 30
ABIAIOTCA BCE YKA3aHHOE B CIIUCKE: 1K 2.2
1. XwuiieHue KeCTKUX JIMCKOB, MOJKIIOYEHUE K CETU, MHCAUIEPCTBO; MK 2.3
2. IlepexBar JaHHBIX, XUIICHUE TAaHHBIX, K3MCHCHUE apXUTCKTYPbI gi 8;
CUCTEMBI; OK 03
3. XwieHue JaHHBIX, TIOJKYT CHCTEMHBIX aJIMHHUACTPATOPOB, OK 04
HapyIIeHUE periaMeHTa paboThl; OK 09
OK 10
Buner nHpOpMaOHHONM 0€30TTaCHOCTH: IK 2.1 30
1. TlepconanbHasi, KOpHopaTHUBHasl, FOCYAAPCTBEHHAS 1K 2.2
2. Knumentckas, cepBepHas, ceTeBas K 2.3
3. JlokanbHas, rino0anbHasi, CMEIIaHHas OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
B 4em cyTh aTaku Tuna nepenosHerue Oydepa? 1K 2.1 30
1. mopua maMsATH APYroro mporecca u3-3a OTCYTCTBUS KOHTPOJIS 1K 2.2
rpanut] Oydepa; [IK2.3
2. TIEPEeTOTHEHHE MaMITH KOMITBIOTEPHOHN CUCTEMHI ; OK 01
3. mepesarpyska OC ; SE 8§
4. HapylIeHHE TPaBIIBHOCTH BBOJIa-BBIBO/IA; OK 04
OK 09
OK 10
B geMm cyTh TecTHpOBaHUS Ha 6€30MaCHOCTH? 1K 2.1 30
1. TecTtupoBaHHE HA CTPECCOBBIC HATPY3KH; 1K 2.2
2. TECTHpPOBAaHUWE HA CITydailHbIC JTAaHHEBIC, K23
3. UMUTANMS aTaKyIOUMX JACHCTBUIA XaKepOB U MPOBEPKA MOIACUCTEMBI OK 01
0€30IaCHOCTH Ha 3alUTY OT HHX. OK 02
OK 03
OK 04
OK 09
OK 10
OcHoBHas Macca yrpo3 uHpopmannoHHon 6e3omacHoctu npuxoautcs Ha: | HIK 2.1 30
1. TposiHCKHE TPOrpammal; 2. 1K 2.2
HInroHCKUE MPOrpamMMmBbl; K 2.3
3. Yepsm. OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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6 PoneBoe ynpaBneHre 10CTyIOM UCIONB3YET CIEAYIOIEE CPEACTBO 1K 2.1 30
00BEKTHO-OPUEHTUPOBAHHOTO TTOIX0/1a: [IK 2.2
1. unkancynauus; 2. MK 2.3
OTUMOPHH3M; OK 01
OK 02
3. HacleIoBaHUE. OK 03
OK 04
OK 09
OK 10
7 [Ton xakue cucTeMbl pacpOCTPAaHEHUE BUPYCOB MPOUCXOAUT Hanboee 1K 2.1 30
JTMHAMHUYHO: 1K 2.2
1. Windows; K 2.3
2. Mac OS; OK 01
3. Android. OK 02
OK 03
OK 04
OK 09
OK 10
8 3aKII0UYUTENbHBIM 3TArlOM OCTPOCHUS CUCTEMBI 3aIUTHI SBISETCS: 1K 2.1 30
1. ConpoBoXK/IeHHE; 1K 2.2
2. TUJTAaHWPOBAHUE,; 1K 2.3
OK 01
3. aHaM3 ySI3BUMBIX MECT. OK 02
OK 03
OK 04
OK 09
OK 10
9 B kadectBe ayTeHTH(UKATOpa B CETEBOM CPE/Ie MOTYT UCIIOIH30BATHCS: 1K 2.1 30
1. rox poxaeHus CyOBEKTa; 1K 2.2
2. GdaMuusa cyObeKTa; [IK2.3
’ OK 01
3. CEKpeTHBIH KPUNTOTPaPUUSCKHIIA KITIOY. OK 02
OK 03
OK 04
OK 09
OK 10
10 | B 4ncio OCHOBHBIX MOHSATHI POJIEBOTO YIPABICHUS JOCTYIIOM BXOUT: K 2.1 30
1. pom TK 2.2
, IK 2.3
2. WCHOJHHTENb POJIH,
OK 01
3. TMOJIb30BaTEIb POIIH; OK 02
OK 03
OK 04
OK 09
OK 10
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11 | B 4uCiI0 OCHOBHBIX MOHATUN POJIEBOTO YIPABJICHUS TOCTYIIOM BXOJIUT: IK 2.1 30
1. cyOmexrT; 2. [IK2.2
- K 2.3
O0O0BEKT;
OK 01
3. MeTOJ1. OK 02
OK 03
OK 04
OK 09
OK 10
12 | Cepgep ayrentuduranuu Kerberos: 1K 2.1 30
1. He 3ammIIaeT OT aTak Ha JOCTYITHOCTB; 1K 2.2
K 2.3
2. YacTUYHO 3aIIUIIAET OT aTaK Ha OCTYITHOCTH; OK 01
3. TOJHOCTHIO 3aIIMIIAET OT aTaK Ha IOCTYITHOCTb. OK 02
OK 03
OK 04
OK 09
OK 10
13 | K kakoMy THITy TPOTOKOJIOB OTHOCUTCS TPOTOKOI SSL? 1K 2.1 30
1. K mportokonam npsimoit ayTeHTUUKALN K 2.2
) MK 2.3
2. K mpoTtokoiaM aBTOHOMHO# ayTeHTH()HKAIINN OK 01
3. K npoTokosjaMm ycTaHOBIJICHUS 3aIUICHHOW CBS3U HA CETEBOM OK 02
YPOBHE OK 03
4. K npoTtokoyiaMm HENPSIMOW ayTEeHTHU(DUKAITIH OK 04
OK 09
OK 10
14 | Yro monuMaeTcs moj 3aTeHeHrueM (aiisia ¢ mapossiMu MMoJIb30BaTeek ? 1K 2.1 30
1. 3amper goctyna K aiiiny a1 HeIPUBHIIETUPOBAHHBIX K 2.2
MOJIb30BaTEIICH K23
. OK 01
2. [TlepeHoc Ha 3aIIUIICHHBIA OT HECAHKIIMOHUPOBAHHOTO YTCHHS OK 02
HOCHTEJIb OK 03
3. 3ameHa * CUMBOJIOB IapoJieit OK 04
4. 3amper noctyna K ¢ailiry uist 1I00bIX IPOIECCOB OK 09
OK 10
15 | Yto OTHOCHTCS K JIOKAJIbHOMY YPOBHIO IIPAaBOBOT'O PEryJIUPOBAHUS IK 2.1 30
HH(OPMAIIMOHHON 0€30MacHOCTH? IIK 2.2
1. TlpuHsATHE TOCYJApCTBEHHBIX CTAHIAPTOB K23
OK 01
2. TlpuHsATHE TOCTAHOBIIEHUN PABUTEIHCTBA OK 02
3. YTBepKIECHUE NEPEYHS CBEACHUM, COCTABIAIOIIMX KOMMEPYECKYIO | OK (3
TalHy OK 04
4. TlpunsTtue peneparbHBIX 3aKOHOB OK 09
OK 10
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16 | Kakas kareropus siBisieTcss HauOojee pUCKOBAaHHOM JIIsi KOMIIAHUHU C IK 2.1 30
TOYKH 3PEHHUS BEPOSTHOTO MOIIEHHUYECTBA U HAPYIICHUsI OE30MaCHOCTH: 1K 2.2
1. xakepsl; K 2.3
2. KOHTpPAareHThl; 3. COTPYAHUKH. OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
17 | Kakue yrpo3ssl 6e3onmacHocTd HH(pOpMAIH ABISAIOTCA peagHaMepennbivu: | [IK 2.1 30
1. ommOku nepconana K 2.2
2. OTKpBITHE DJIEKTPOHHOTO ITHCHEMa, COJIEPIKAIIIEro BUPYC gi (2)'13
3. He aBTOPHU30BaHHBIN JIOCTYT OK 02
OK 03
OK 04
OK 09
OK 10
18 | HeBepHO, 4TO CTaTUCTHYECKHE METOIHI aHATIHM3a MOTYT OBITh MPHUMEHEHBI 1K 2.1 30
IIK 2.2
1. npu 3HaunTenBHOM (Gostee 1000) umcae pabounx MECT ceTH K 2.3
2. TIpH OTCYTCTBHH IIAOJIOHOB TUITUYHOTO MOBEJICHHS B OK 01
pachpeneneHHbIX CeTsAX OK 02
OK 03
OK 04
OK 09
OK 10
19 | OcHOBHOE OTIMYKE AKTUBHOTO PAJMOYaCTOTHOTO HACHTU(UKATOPA OT 1K 2.1 30
TACCHBHOTO B ... K 2.2
1. wanuuuu 6510Ka MUTAHUA [IK2.3
2. CIOCOOHOCTH M3y4aTh PaJMOCUTHAI SE 8;
3. 0COOEHHOCTSIX apXUTEKTYpPHI 3Y OK 03
OK 04
OK 09
OK 10
20 | Beicokasi CTOMMOCTbh PEIICHHs B IepecUYeTe Ha OJHO pabouee MeCcTo IK 2.1 30
aBIsieTcs HenocTatkoM VPN Ha ocHOBE ... 1K 2.2
1. mMapmpyTu3aTopoB IIK 2.3
2. MEXKCETEeBBIX IKPaHOB gi 8;
3. TPOrpaMMHBIX peIICHUN OK 03
OK 04
OK 09
OK 10
21 | OGHapy>keHHe BUPYCOB, paHee HE N3BECTHBIX, BO3MOXKHO MPH IIK 2.1 30
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HCIIOJIb30BAHUH ... [IK 2.2
1. MeTojia CPaBHEHHS C 3TAIOHOM 3BPUCTUYECKOTO aHAJIN3a K 2.3
2. aHTHUBUPYCHOTO MOHHTOpPWHTA OK 01
3. Meroja oOHapyKECHHUsI U3MEHEHUI OK 02
OK 03
OK 04
OK 09
OK 10
22 | OCHOBHBIM METOJIOM, MPHMEHSIEMBIM B CETEBBIX cHucTeMax oOHapykenwms | [1K 2.1 30
BTOPIKCHHUH, SABIISICTCS UCCIIEIOBAaHUE TPOXOAAIIEero Tpaduka u: 1K 2.2
1. BBOJ NOJNYYCHHbBIX JAHHBIX B caMooGyuaromecs Heiiponnsie cern; | 1K 2.3
2. cpaBHEHHE ero ¢ 0a30il TaHHBIX U3BECTHBIX IIA0JIOHOB BPEJOHOCHOM SE g;
aKTUBHOCTH; OK 03
3. CpaBHEHHE €T0 CTATUCTHYECKUX XaPAKTEPUCTHK C TPOPHIIMHU OK 04
HOPMAaJIbHOW aKTHBHOCTH OK 09
OK 10
23 | OCHOBHBIM METOJIOM, IPUMEHIEMBIM B XOCTOBBIX cucTeMax oOHapyxkenus | [1K 2.1 30
BTOPYKEHHIA, SBIISAETCS: 1K 2.2
1. KOHTpOJb LIENTOCTHOCTH KIIFOUEBBIX (haiiaoB [IK2.3
2. CpaBHEHHWE CTAaTHCTUYECKHUX XapaKTEPUCTHK TTOBEICHUS OK 01
oJib30Barteseil ¢ MpoguiIsiMu HOpMAJIbHON aKTUBHOCTHU SE 8§
3. CpaBHEHHME CTATHCTUYECKUX XaPAKTEPUCTHK TOBEICHHUS IPOTPAMM C | (- 14
npoWISIMA HOPMAJTbHON aKTHBHOCTH OK 09
OK 10
24 | IPSec onpenenser: IK 2.1 30
1. MeToJ B3aMMOICHCTRHS Mob30oBaTesei ¢ VPN 1K 2.2
2. HaumOoJiee MUPOKO NMPU3HAHHBIN, TIOICPKUBACMBIH 1 K23
CTaHJIapTU30BAHHBIN U3 BCEX MPOTOKOJI0B VPN OK 01
3. TPOTOKOJ yIpaBJICHUS COACPKUMBIM. [104TH HE UCTIONB3yeTCs B SE 8§
VPN OK 04
OK 09
OK 10
25 | ESP onpenenser: IIK 2.1 30
1. 6e30macHO MHKAICYIMPOBAHHYIO TOJIE3HYIO HATPY3KY 1K 2.2
2. 3aroJjOoBOK ayTeHTU(UKAINH 1K 2.3
3. cxemy oOMeHa kitouamu depe3 Internet OK 01
OK 02
OK 03
OK 04
OK 09
OK 10
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26 | Jlns cuctem oOHaApy>KEeHUsI BTOPKEHUI UMEIOTCSl CPEACTBA aHAJIH3a! IK 2.1 30
1. TONBKO KOMMEPYECKHE TIPOrPaMMHEIE CPEICTBA 1K 2.2
2. C OTKPBITBIMU UCXOJHBIMHU TEKCTAMH K 2.3
3. He CyIIEeCTBYET IPOTrPaMMHBIX CPEJICTB aHAJIH3a gi 8;
OK 03
OK 04
OK 09
OK 10
27 | CereBble cUCTEMBI OOHAPYKECHUS BTOPIKEHUH KelaTeIbHO 3aIlyCKaTh Ha: 1K 2.1 30
1. OOHOM KOMIIBIOTEPE C MEKCETEBBIM SKPAHOM 1K 2.2
2. OJHOM KOMIBIOTEpE C OOIMIEOCTYITHBIM CEPBUCOM K 2.3
OK 01
3. crenuaIbHO BBIZCTICHHOM KOMITBIOTEPE OK 02
OK 03
OK 04
OK 09
OK 10
28 | Pa3memenue cereBoil cucteMbl oOHapyxeHust BTopskeHHi B JIBC mo3amu | I1K 2.1 30
MEKCETEBOT0 IKPaHa MO3BOISET: 1K 2.2
4. MIPOCITYIINBATh JIOKATBHYIO Cpey TepeIavn K23
5. MPOCITYIINBATh CPely Mepead B IEMIITUTAPU30BaHHON OK 01
30HE IPOCITYIINBATh Cpely Mepeiauu Mepe]] MEeKCETEBBIM IKPAHOM SE 8§
OK 04
OK 09
OK 10
29 | bezomacHocts VPN-cereit BKinto9aeT B ceOsl: 1K 2.1 30
1. 3aUTy COEIMHEHHS MEXK/Iy XOCTaMH B GecrpoBoIHOI TokanpHoi | [TK 2.2
CEeTH IIK 2.3
2. 3amuTy MHGOPMALIUHU KaXKI0TO TOIb30BaTENs B CETH OK 01
3. pa3BepThIBaHHE WHPOPMAIMOHHBIX YCIYT MOCPEACTBOM (YHKIHIA SE 8§
cet OK 04
OK 09
OK 10
30 | OcHOBHOE JOCTOMHCTBO KOH(GUTYpalHU "CeTb-CETh'" COCTOUT B TOM, UTO: K 2.1 30
1. ceTH BBINIAIAT KaKk CMEXHBIE, a pabota VPN-1111030B Tpo3padHa [K'2.2
IS TIOJIb30BAaTeIIeH 1K 2.3
2. pabora VPN-1111030B HE AOCTYITHA MOJIB30BATENISM gi 8;
3. TMOJIHAs HE3ALUIEHHOCTh CEeTH OK 03
OK 04
OK 09
OK 10
3.1.10. TecToBbIe Bonpockl AJ1si mpomMe:xkyTouHoii arrecrannu MJ/IK 02.02 Yacrts
1
Ne Bomnpoc OK/TIK Bpewms,
CeK
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AHMI/IHI/ICTpaTI/IBHI)IG I[eflCTBPIﬂ B CYBI[ TMMO3BOJIAIOT BBIIIOJJHATH IPUBUJICTUN

IK 2.1
[IK 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK

09

OK 10

30

burtossie IMPOTOKOJIBI IEPEAAYN JaHHBIX PCAJIU3YIOTCA Ha

YPOBHE MOJCIN B3ElI/IMO)j[€I7[CTBI/I$I OTKPBITBIX CUCTEM

MK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03
OK 04
OK

09

OK 10

30

Bo03M0OXXHOCT TTOJTy4IE€HUSI HEOOXOIUMBIX ITOTH30BATEIIO TAHHBIX HITH
CEpBHCOB 32 pa3yMHOE BpeMsI XapaKTepHu3yeT CBOWCTBO

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

Kak HaspiBaercs npoiieaypa npeocTaBiIeHUs OPeaeIEHHOMY
TI0JIb30BATENIIO IIPAB HA BHIMOJIHEHHE HEKOTOPBIX ACHCTBUINA?

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

Yro takoe IPTV?

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30
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Kaxkoe na3panne moJryunjia TCXHOJIOIuA, IMO3BOJIAOIIad 0o0ecIeunTh
OJIHO MJIM HECKOJIBKO CETEBBIX COSAMHEHUN (JIOTMUYECKYIO CETh) IIOBEPX
JPYTOi CETH C MPUMEHEHUEM CPEJICTB KpunTorpapuu?

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

BoccranoBiieHre TaHHBIX SBISETCS AOMONMHUTENBHON (QYHKIMEH YCITyTH
3aIUTHI

MK 2.1
K 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

EHHHCTBCHHBIfI KJIFOY UCIIOJIB3YETCA B KpUIITOCUCTEMAX

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

Kaxk Ha3piBatoT B kpunrorpaduu CMEHHBIN 7eMEHT IHdpa, KOTOPHINA
MpUMeHsieTcst JUTsl u(POBaHUS KOHKPETHOTO COOOIEHUS

IIK 2.1
IK 2.2
IIK 2.3

30

OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

10

Kak Ha3zwiBaeTcs MponecC HAJIOKCHUA 110 OIIPCACIICHHOMY 3dKOHY
FaMMa-H_II/I(bpa Ha OTKPLITBIC JJaHHBIC

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30
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11

[Tpu ncHoAp30BaHNH KIIACCHUYECKUX KPUNTOTPaPUIECKUX aITOPUTMOB
KJTI0Y IIH(POBAHUS U KJIIOY MU (PPOBAHUS COBIANAIOT U TaKUE
KPUIITOCHCTEMBI

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

12

Kak HaspiBaeTcs kpunrorpaguueckas cucTemMa OTKPBITOIO KIK04a,
o0ecrieynBaroNIas TAKHEe MEXaHNU3MbI 3alIUTHI KaK MIH(PPOBAHUE U
nudposas moanuck, pazpadborannas B 1977 roxy

IK 2.1
K 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

13

MapupyTtu3zanus 1 ynpasjieHUe IOTOKaMH JJAHHBIX PEATIM3YIOTCS Ha

YPOBHE MOJACIIN B331/IMO)ICI71CTBI/I$I OTKPBITBIX CUCTEM.

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

14

Hawnboiee Haae)KHBIM MEXaHIU3MOM JIJIST 3alTUTHI COACPKAHUS COOOIICHIIA
SIBIISIETCS:

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

15

[IpeobpazoBaHue MOHATHOrO TEKCTA B 3alIM(PPOBAHHBIN C IIEIBIO
3a1UThl KH)OPMALIUH - 3TO

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02
OK 03

30

OK 04 OK
09
OK 10
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16

CrnoBo "kpunrorpadus" mpou30mio ot

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

17

[ony4yenune u aHann3 HHPOPMALIUN O COCTOSIHUU PECYPCOB CHCTEMBI C
ITOMOIIBIO CIIEHUAIBHBIX CPEJCTB KOHTPOJIS HA3bIBACTCA:

IK 2.1
K 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

18

[IpuMeHeHune yciyryu NPpUYaCTHOCTH PEKOMEHIyeTCs Ha

yposHe Monemu OSI

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

19

MEXaHU3M ayTeHTU(PUKALIUH, TTPEATIOIATAOIINI UCIIOIb30BaHNE
OTIPEJICTICHHOTO YCTPOMCTBA I HACHTU(PUKAIIUN YEIOBEUECKUX
XapaKTEPUCTHK

IIK 2.1
IK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

20

YCTpOﬁCTBO KOHTPOJIA 4OCTYIIa B CETh, IPECAHA3ZHAYCHHOC JIs1
6J'IOKI/IpOBKI/I BCCTro Tpaq)I/IKa, 3d HCKIIIOUCHHUEM PA3pCHICHHBIX JAHHBIX -
9TO

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30
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21

BepHo 51 yTBepKACHUE: «ITOTOYHBIC MU(PHI TPUMEHSIOTCS IS
(bopMHupOBaHUS AIIEKTPOHHON H(PPOBOI moATTUCHY?

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

22

Kak Ha3piBaeTcst «MCTOPHUECKUID MHUDP, B KOTOPOM KaxKaast OykBa
HCXOJIHOTO TEKCTa 3aMEeHsIach OyKBOM, CTOSIIEH HA HEKOTOPOE
(bMKCHUPOBAHHOE YUCIIO MECT JaJIbllie B ajipaBUTE, O MPUMEHEHUHN
KOTOPOIro UMCHOTCA NOKYMCHTAJIBHBIC CBI/IIIGTGJ'II)CTBa?

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

23

Kpunrocucremsl ¢ nmocieaoBareabHbIM BBITIOJHEHUEM MTPe0Opa3oBaHUi

Haza 3JICMEHTAMHU OTKPBITOI'O TEKCTA HA3bIBACTCA

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

24

CuMBOJIBI IIH(PPYEMOT0 TEKCTa IEPEMEIIAIOTCS 110 OIPEICTICHHBIM
MpaBWJIaM BHYTpU MIHPPyeMoro 06JI0Ka 3TOro TEKCTa, 3TO METOJ ...

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

25

Kak Ha3zpiBaeTcs crnocob peanus3auu KpUnrorpaguieckoro MeTo/a,
IIPH KOTOPOM BCE MpoIeayphl mudpoBaHus U pacuiudpoBaHus
BBITIOJTHAIOTCS CHEIUATBHBIMU SJIEKTPOHHBIMU CXEMaMHU T10
OTpeAeNICHHBIM JIOTHUYECKUM MpaBuiIam?

IIK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30
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26

Ha ckonbko 6510k0B Oyzaer pa3outo coobuienue pazmepom 1 Koaut s
mmdposanus anroputmom DES?OtBeT 3anuimnTe B BUI€ OJJHOTO YHCIIA

IK 2.1
[IK 2.2
IIK 2.3
OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

30

27

Kak HazwiBaetcs croco0 mmdpoBanusi, B KOTOPOM UG POBAHUE
BBIIIOJIHSAETCS IIyTEM CJIO’KEHUS CUMBOJIOB MCXO/HOTO TEKCTA U KIII04Ya
10 MOJYJIIO, PaBHOMY YHCIly OyKB B angaBute?

IK 2.1
K 2.2
IIK 2.3
OK 01
OK 02
OK 03 OK
04 OK

09

OK 10

30

28

GyHKIUS, KOTOpast JUIsl CTPOKH MPOU3BOJILHOM JTMHBI BBIYUCIISET
HEKOTOPOE XapaKTEPHOE LEJ0€ 3HAYEHUE WIH HEKOTOPYIO IPYTYIO
CTPOKY (PUKCUPOBAHHOM JIITMHBI

IK 2.1
K 2.2
IIK 2.3

30

OK 01

OK 02
OK 03 OK
04 OK

09

OK 10

29

CuMBOJIBI IH(PPYEMOT0 TEKCTa 3aMEHSIOTCS APYTUMU CUMBOJIaMH,
B3SITBIMU U3 OJHOTO WJIM HECKOJIbKUX al(aBUTOB, 3TO METO]

IIK 2.1
IIK 2.2
K 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

30

Hayka o ckpsIToil epenaue nHGoOpMaIu MyTeM COXpaHEHUS B TailHe
camoro (akTa rnepenadu - TO

IK 2.1
IIK 2.2
IIK 2.3
OK 01
OK 02

OK 03 OK
04 OK
09

OK 10

30

Yactp 2

Bompoc

OK/IK

Bpem
fl, CeK
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Kakue TpebGoBaHMs NPENBABIAIOTCA K KOPHEBOMY KaTaiory IK 2.1 30
BeGcepnepa? 1K 2.2
1. He JAOKEH COBMAJIaTh C CHCTEMHBIM KOPHEBBIM KaTaJIorOM K 2.3
2. He JI0JDKEH IMpeBbImaTh 2 ['0aiT OK 01
3. nomxkeH coaepkath ¢aiin index.html (index.php) gi gi OK
04 OK
09
OK 10
MexcereBoit skpaH 1K 2.1 TIK 30
1. 3ammiaetT BHyTPEHHUE CETH OT BHEIIHHUX aTak 2.2
2. o0ecreyuBaeT 3alUTy OT 3JI0YMBIIUIEHHUKA, UCTIOIB3YIOIETO K23
IUTSL BXOZIa B CUCTEMY 3aKOHHYIO IPOTpaMMy OK 01
3. olecrieuyuBaeT 3alIUTy, €CITH 3JI0YMBIIIJICHHUK Yepe3 ysS3BUMBbIC SE gi OK
MecTa TMOJIYYHUT OCTYN K (aiiiaM Kak aIMAHUCTPATOP 04 OK
09
OK 10
Kak Ha3pIBaeTcst CTaHIAPT JUTSL BUPTYAIBHBIX JIOKATBHBIX CeTei? 1K 2.1 30
1. IEEE 802.11 1K 2.2
2. |EEE 802.11i 1K 2.3
3. IEEE 802.1Q OK 01
OK 02
OK 03 OK
04 OK
09
OK 10
Anroputm DES sBnsercs 1K 2.1 30
1. anropuTMOM BBIYMCIICHHS (PYHKIIUN XCIIUPOBAHUS IIK 2.2
2. anroputMoM (OpPMHPOBAHHS dIEKTPOHHOH mudpoBoii moxmucu | 1K 2.3
3. OJIOUHBIM AITOPUTMOM ACUMMETPHYHOTO MU (DPOBAHHUSI OK 01
4. OGJIOYHBIM AITOPUTMOM CUMMETPUYHOTO MU(PPOBAHUS OK 02
OK 03 OK
04 OK
09
OK 10
Kaxk Ha3pIBaeTCs 0JTHO3HAYHOE MPEe0Opa30oBaHUE BXOTHOTO MacCHBa K 2.1 30
JTAHHBIX [TPOM3BOJILHOMN JUTMHBI B BBIXOHYIO OUTOBYIO CTPOKY K 2.2
(UKCHPOBAHHOMN THHBI? IIK 2.3
1. XemmpoBaHue OK 01
2. T'ammMupoBanue OK 02
3. IlepecranoBka Oof(;)é OK
09
OK 10

Crpanuna 70 u3 85




6 Ha yem ocHoBana 6e3omacHocTh anroputMa RSA mist popmupoBanus | [IK 2.1 30
1 (ppoBOI MoAIHCH? 1K 2.2
1. Ha TpyAHOCTH BO3BEACHUS IIEIBIX YHCE B CTENICHb IO MOTYJIIO K 2.3
2. Ha TPYIHOCTH BBIYHMCIICHHUS AUCKPETHBIX JIOrapu(mMon gi g;
3. Ha TPYIHOCTH pelieHus 3a1auu paKTOpU3auu OK 03 OK
04 OK
09
OK 10
7 Kak Ha3wIBaeTCs peKMM UCIOJL30BaHUs 0JiouHOTO mudpa, B koropom | [IK 2.1 30
KKIBIH OJIOK UCXOIHBIX JTAHHBIX MHU(PYETCs HE3aBUCUMO OT K 2.2
OCTAJIbHBIX OJIOKOB C TPUMEHEHUEM OJIHOTO U TOTO K€ KITF0Ya K 2.3
mngpoBanus? OK 01
1. peXMM HPOCTOii ITOOIOYHOM 3aMEHBI OK 02
2. peXHM CHEIIeHHs OJIOKOB miudpa OK 03 OK
3. pexuM HopMHUPOBAHHS AIEKTPOHHOH H(POBOii moamucu 4. gg OK
PEXUM CO3JIAaHHSI XEII-KOoJIa OK 10
8 192.168.1.1 — 10 ... K 2.1 30
1. MAC-anmpec IIK 2.2
2.SSID 1K 2.3
3. IP-anpec B IPv4 OK 01
OK 02
OK 03 OK
04 OK
09
OK 10
9 Kak Ha3bIBaeTCs pekKMM MCIOJIb30BaHUs 0JiouHOro mudpa, B koropom | 11K 2.1 30
nepen muppoBaHUEM KX IbIH OJIOK OTKPBITOrO TEKCTa CKiaapiBaeTes | 11K 2.2
10 MOJIYJIO 2 € pe3yJIbTaTOM MU(PPOBAHHS IPEIBIIYIEro 0J0Ka? 1K 2.3
1. pexuM npocToi MoOJIOYHON 3aMEHBI OK 01
2. PEXHM CIETUICHHs O0JI0KOB mudpa OK 02
3. pexuM GOpMHUPOBAHUS FICKTPOHHOU ITU(PPOBOI MOATHUCH (?f 0013 OK
09
OK 10
10 | Anroputm DES sBusiercs IIK 2.1 30
1. aIropuTMOM BBMHUCIICHHUS (QYHKIMH XCIIMPOBAHUS 1K 2.2
2. anropuTMOoM (OPMHPOBAHUS ICKTPOHHOMN NU(DPOBOI MOIITHCH gi 313
3. GJIOUHBIM AITOPUTMOM ACUMMETPUYHOTO MHU(pOBaHUS 4. OK 02
OJIOYHBIM ANTOPUTMOM CUMMETPUYHOTO HIH(DPOBAHHS OK 03 OK
04 OK
09
OK 10
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11 | Kak Ha3bpiBaeTCs COBOKYIHOCTH 3apaHee OroBOpeHHBIX crocobos | IIK 2.1 30
peoOpa3oBaHusl MCXOJHOIO CEKPETHOro cooOIieHus ¢ 1enbio ero | [IK 2.2
3aIIUTHI? IK 2.3
1. Anroputm OK 01
2. Kirou OK 02
3. TIpotokomn OK 03 OK
4. Iindp 04 OK
09
OK 10
12 | Kak Ha3pBaeTcs cooOIICHHE, MOJTY4YeHHOE mocie mnpeobpaszoBanus c| [1K 2.1 30
HCII0JIb30BaHUEM JIF000T0 Hppa? 1K 2.2
1. 3aKkpbITBIM TEKCTOM K 2.3
2. WMHTOBCTaBKOUH OK 01
3. KIII04YoM OK 02
OK 03 OK
04 OK
09
OK 10
13 | Haumenee 3aTpaTHBIi KpUNTOaHAIN3 T Kpuntoanroputma DES 1K 2.1 30
1. mepe6op 1o BEIGOPOYHOMY KIKOUEBOMY IPOCTPAHCTBY 1K 2.2
2. pa3JoKEHHUE YKCIIa Ha CIIOKHBIC MHOKUTEITH K23
3. mepebop 1Mo BceMy KIIFOYEBOMY MPOCTPAHCTBY 8? g;
4. pa3noXKEeHUE YUCIa Ha MPOCThIE MHOKUTEIH OK 03 OK
04 OK
09
OK 10
14 | ITopt 80 mo3BoJIsAET: 1K 2.1 30
1. oCyIIeCTBIATH AOCTYI K BeO 1K 2.2
2. mepenaBaTh (auIbl K 2.3
3. mosyyaTh M OTCBHUIATh MOYTY OK 01
OK 02
OK 03 OK
04 OK
09
OK 10
15 | Yro siBisieTCss OCHOBHOM NMPUYMHOM pacipocTpaHeHus ucronp3oBanus | [IK 2.1 30
OeCIpPOBOIHBIX TEXHOJIOIHIT? 1K 2.2
1. Hemoporoi METOJ COCTUHECHUS MHPOPMAITMOHHBIX CUCTEM 1K 2.3
2. BBICOKasi CKOPOCTh TIepe/iaun JaHHBIX OK 01
3. BBICOKas 3alIMIIEHHOCTb COSTUHEHUH gi 8; OK
04 OK
09
OK 10
16 | Yro B kpunTorpaduu Ha3bIBAIOT OTKPHITHIM TEKCTOM? IK 2.1 30
1. ucxomHoe coolOuienue (CooOIeHue 10 mUu(GPOBaHHs) 1K 2.2
2. OTKPBITHIH KITIOY IIU(PPOBAHUS 1K 2.3
3. cooOrieHue, MoIy4eHue mocie mpeodpazoBaHus C OK 01
UCIOJIb30BAHUEM JIIO00TO mudpa gi ((g
4. SJeKTPOHHYIO LHU(POBYIO MOANUCH OK 04 OK
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09 OK

10
17 | B uyem cyTh MeTOJ]a OTKPBITOTO M CKPBITOT'O KIFOUEH? IK 2.1 30
1. KpHNTOBAHHE CKPBITHIM KIIFOUOM M JEKPUNTOBAHME OTKpHITEIM | K 2.2
KITIOUOM; K23
2. HWCHOJb30BAHUE CYMMBI JBYX KJIIOUEH B Ka4eCTBE KIIt0Ya IS gi g;
OBaHUS;
KPHUIITOBAHUS OK 03 OK
3. KpMNTOBAHME OTKPHITHIM KIIOUOM M JEKPUITOBAHUE CKPBITBIM | (04 OK
KJIIOYOM. 09
OK 10
18 | Kak Ha3bIBaeTcst «uctopuyeckuii» mudp, B KoTopoM Kaxmas Oyksa | I1IK 2.1 30
HCXOJHOTO0 TEKCTa 3aMeHsulach OyKBOHW, crosimed Ha HekoTopoe | [IK 2.2
(GUKCMpOBaHHOE YHCIO MECT Janpiie B aidasure, o npuMeHeHnn | [1K 2.3
KOTOPOT'0 UMEIOTCS IOKyMEHTaJIbHbIE CBUIETEIHCTBA? OK 01
1. mmdp Mapkosa OK 02
2. umdp Lesaps OK 03 OK
04 OK
3. mmdp DHUTrMA 09
4. mmdp badumka OK 10
19 | Kakas Hayka pa3pabaTbiBacT METOIBI «BCKPBITHS MH(POB? 1K 2.1 30
1. Kpunrorpadus 1K 2.2
2. Kpunroananus K 2.3
3. Taiinonuck OK 01
OK 02
OK 03 OK
04 OK
09
OK 10
20 | Yto Takoe KpUIITOCTOMKOCTH? IIK 2.1 30
1. xapaktepucTHKa MIPUPTA, ONPEIEIISIONIAs €r0 CTOHKOCTh K IIK 2.2 TIK
e poBaHUIo 0€3 3HAHUS KITroua 2.3
2 o OK 01
. CBOKMCTBO TaMMBI
3. BCE OTBETHI BEPHBI OK 02
' p OK 03 OK
04 OK
09
OK 10
21 | Yem SBIFIOTCA CHUMBOJBI HMCXOJHOIO TeKCTa, ckiaaesiBaromuecs c| K 2.1 30
CHUMBOJIAMH HEKOM CilydaiiHol mocieq0BaTeabHOCTH? IIK 2.2
1. anropuTMOM raMMHUPOBAHHUSI IK 2.3
2. aJIropuTMOM IEPECTaHOBKH SE 8;
3. aJIropuTMOM aHAJIMTUYECKUX MPEOOpa3OBaHUN OK 03 OK
04 OK
09
OK 10
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22 | KonnuecTBO TOCIEIOBATEIBHOCTEH, u3 KOTOPBIX 1K 2.1 30
COCTOUT paciiudpoBKa TeKcTa 110 Tabauie Bixunepa: 1K 2.2
1. 4 IIK 2.3
2. 3 OK 01
3. 5 OK 02
OK 03 OK
04 OK
09
OK 10
23 | CyTh MeTO/a IEPECTAHOBKHU: IIK 2.1 30
1. cumBOBI I PYEMOTO TEKCTA MEPECTABIISIOTCS IO 1K 2.2
OTpeJICNICHHBIM MPaBIJIaM BHYTpH mudpyemoro Giroka 11K 2.3
CUMBOJIOB OK 01
2. 3aMeHa andaBuTa OK 02
3. BCe MpaBUIILHBIC OK 03 OK
04 OK
09
OK 10
24 |K OCHOBHBIM (PYHKITHSIM CHCTEMBI O€301TacHOCTH MOKHO oTHecTH Bee  [[IK 2.1 30
MepEeYHCIICHHOE: 11K 2.2
1. YCTaHOBICHHE PErilaMeHTa, ayIuT CHCTEMBI, BBISBICHUE PHCKOB 1K 2.3
2. YcTaHOBKa HOBBIX O(DMCHBIX MPHJIOKEHHH, CMEHA SE 8;
XOCTHHTKOMITAHUHT OK 03 OK
3. Buenpenue ayTeHTH()HUKAIMH, IPOBEPKU KOHTAKTHBIX JAHHBIX |04 OK
MOJIb30BaTeNEeH 09
OK 10
25 Mubopmamus, KOTOPYO CIIeAyeT 3alluinaTh (1o HopMaTtubam, npaswiam [[1IK 2.1 30
CETH, CUCTEMBI) HA3bIBACTCS: 11K 2.2
1. PermameHTHpOBaHHOM T1K 2.3
2. IlpaBoBoit OK 01
3. 3BammwuiaeMoit OK 02
OK 03 OK
04 OK
09
OK 10
26  |Pucku B cepe HHPOPMAIIMOHHON 0€30MIaCHOCTH Pa3/IeIsIFOTCS Ha: [K 2.1 30
1. BHEUIHWE W BHYTPEHHHUE 11K 2.2
2. OODBEKTHBHBIEC U CYyOBEKTHUBHBIC [1K 2.3
3. CHCTEMHBIE U OTIepallMOHHbIC OK 01
OK 02
OK 03 OK
04 OK
09
OK 10
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27 |[[Ipy TOTHOMOYHON MOJHUTHUKE OE30MaCHOCTH COBOKYNMHOCTH MeTok c[[IK 2.1 30
OJIMHAKOBBIMH 3HAUYCHHUSMH 00pasyer: 11K 2.2
1. obnacth paBHOTO JOCTYIIA; [1K 2.3
2. ypOBeHb 0€30MaCHOCTH gi 8;
3. ypOBEHb JOCTYITHOCTH 5K 03 OK
04 OK
09
OK 10
28 |Kak Ha3pIBaeTCs COBOKYIHOCTh 3apaHee OroBOpeHHBIX crocobos [[IK 2.1 30
MpeoOpa3oBaHus HMCXOJHOTO CEKPETHOro coolmeHus ¢ 1enpio ero [[IK 2.2
BaIUTHI? 11K 2.3
1. Anroputm OK 01
2. Kirou OK 02
3. Tlpotokomn OK 03 OK
4. lngp 04 OK
09
OK 10
29  |COBOKYITHOCTH CBOHCTB, O0YCIIOBIHBAIONIMX MPUTOAHOCTH HHpopMmarun [[1K 2.1 30
YIOBJICTBOPSATH OMpEACICHHbIE MOTPeOHOCTH B cooTBeTcTBHM ¢ ee [[IK 2.2
Ha3HAYEHUEM, HA3bIBACTCS: 11K 2.3
OK 01
1. akTyasJbHOCTBIO MH(OpPMALIUU OK 02
2. JOCTYITHOCTBIO OK 03 OK
3. KauecTBOM MH(OpMAIUH gg OK
4, 11eIOCTHOCTBIO OK 10
30 | CormacHo  «OpaH)XEBOW KHHIE» uaeatudukaropsr | 11K 2.1 30
YHHUKAJIbHBIE JIOJKHBI HMETh: 1K 2.2
1. nambonee BaKHBIC CYOBEKTHI K23
2. HauOosee BaKHbIE OOBEKTHI OK 01
3. BCE CYOBEKTHI OK 02
OK 03 OK
4. Bce 00BEKTHI 04 OK
09
OK 10
3.2. Kpurtepun oneHoxk no tunam (Bujaam) 3aiaHui
Ne | Twum (Bua) Kpurtepun onenku
3a/IaHus
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'YcTHEBIE
OTBETHI,
IMACbMEHHbBIC
pa3BepHyThIE
OTBETHI

Ouenka «5» CTaBUTCS B TOM Ciy4ae, €ClId OOydarolIMiCs MPaBHIBLHO MOHUMAET
CYLIHOCTh BOIIPOCA, JACT TOYHOE OIPEJCIICHHE M MCTOJIKOBAaHHE OCHOBHBIX
MOHATUH; MPABIIIBHO aHAIM3HMPYET YCIOBUE 33/7aud  (BOIpoca), OTBET JIOTUYEH,
[yMEeT BBICTPOHUTH aJTOPUTM IIOMCKA OTBETa CaMOCTOSITEIBHO; CTPOUT OTBET IO
COOCTBEHHOMY IUIaHy, CONPOBOXKJIAET OTBET HOBBIMH TIpUMEpaMH, yMeEeT
NPUMEHUTh 3HAaHUS B HOBOW CHTYyallMd; MOXET YCTAHOBUTH CBSI3b MEXIY
M3y4aeMbIM U paHee M3YYECHHBIM MaTepUaOM U3 Kypca IMCUUIUIMHBI, @ TAKXKE C
MaTepHaioM, YCBOCHHBIM MIPH U3yUEHHUH JAPYTUX AUCIUTLIHH/MOTYJICH.

Onenka «4» CTaBUTCS, €CIM OTBET OOYYAIOLIETrOoCs YIOBIETBOPSIET OCHOBHBIM
TpeOOBaHUSAM K OTBETY Ha OLEHKY 5, HO JaH 0e3 HCIOJIb30BaHHUsI COOCTBEHHOIO
MTaHa, HOBBIX MPHMEPOB, 0€3 NPUMEHEHWS 3HAHWKA B HOBOW CHTyaluu, Oe3
WCTIOJB30BAHUSL CBsI3€H C paHee W3YYCHHBIM MaTepHaioOM M MaTepHalioM,
[YCBOGHHBIM TIPH U3YYEHUH JIPYTHX JAUCIUTUINH/MOIYIIEH; 00yJaroIuics Oy CTHIT
OMHY OIMOKYy Wi He Ooyiee JBYX HEJOYETOB W MOXKET HUX HCIPABUTH
CaMOCTOSITEIIEHO MJIH ¢ HEOOJIBIIION MOMOIIBIO TTPENOIaBaTeIIsl.

Ouenka «3» craBuUTCs, ecid OOydalolUHCS NPaBUJIBHO TMOHUMAET CYIIHOCTb
BOTIPOCa, HO B OTBETE UMEIOTCS OTACIbHBIE MPOOETH B YCBOSHHH BOIPOCOB Kypca
TMCIUTUIMHBL, HE MPEMATCTBYIONIME NaIbHEHIIEMY YCBOCHHIO IPOrPaMMHOIO
MaTepuala; yMeeT IPUMEHSTh MOJyUYeHHbIE 3HAHUS MPU PEIICHUU MPOCTHIX 3a/1a4
(3amaHuii, BOIIPOCOB) IO TOTOBOMY QJITOPUTMY; IONMYCTHII HE OoJiee OTHON rpy0oit
OIMOKH 1 IBYX HEJ0UETOB, HE OoJiee 0/THOM rpy0oit u 0THOM HerpyOoi omnoKku, He
0oJiee TByX-TpeX HErpyObIX OIIMOOK, OJTHON HErpyOoi OMMOKH U TPEX HEAOUYETOB;
NTOMTYCTHJT YEThIPE-TISATh HEA0UYETOB.

OueHka «2» CTaBUTCS, €CIU O0yYaroNIUiCs HE OBJIaJIe]] OCHOBHBIMH 3HAHUSMH H
[YMEHHSIMH B COOTBETCTBUHM C TPEOOBAaHUSMH MPOTPAMMbl M JIOMYCTHJI OOJIbIIE
OIIMOOK U HETOYETOB, YEM HEOOXOAMMO I OLIEHKH.

TecThl

«5» - 100 — 91% npaBUIIbHBIX OTBETOB
«4» - 90 - 70% mpaBUIBLHBIX OTBETOB

«3» - 69 — 52% npaBUITBHBIX OTBETOB

«2» - 51% u MeHee MpaBUIIbHBIX OTBETOB
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pedepartsr,
ncee,

TBOPYECKU
€ paboThI

Ouenka «5» CTaBUTCS, €CIH BBIOJHEHBI BCE TPEOOBAaHUS K HAIMMCAHUIO M 3aILUTE
paboThl: 0003HaYeHa mpobiieMa 1 000CHOBaHA €€ aKTyalbHOCTh, CAeNaH KPaTKUn
QHAN3 PA3IUYHBIX TOYEK 3pEHHS Ha pPACCMaTPUBAEMYIO IMPOOJIEMY M JIOTHYHO
M3JI0KEHa COOCTBEHHAs MO3MLHUSA, CPOPMYIMPOBAHBI BBIBOJBI, TeMa pPacKphITa
MOJTHOCTBIO, BBLIEpP)KaH O00BEM, COONMIOACHBI TpeOOBaHMA K  BHEIIHEMY
o(opMIIeHNIO, JaHBI TPABUIIBHBIE OTBETHI HA JOTIOIHUTEIILHBIE BOTIPOCHI.

Onenka «4» OoCHOBHBIE TpeOOBaHMS K pabOTe M €€ 3alIuTe BHIMOJHEHBI, HO TPU
ATOM JIOMyIIEHBl HEAOYEThI. B 4acTHOCTH, MMEIOTCS HETOYHOCTH B HM3JIOKEHUHU
MaTepHalia; OTCYTCTBYET JIOTHYECKasi TOCJIEOBAaTEIIbHOCTh B CYXKICHHSX; HE
BBJIEp)KaH O0BEM; MMEIOTCS YIyHmIeHHss B O(QOPMIICHHM; Ha JIOTIOJIHUTEIHHBIE
BOTIPOCHI IPH 3aIUTE JAHBI HETIOJTHBIE OTBETEHI.

Ouenka «3» UMEIOTCS CYLIECTBEHHbIE OTCTYIUIEHHS OT TpeOoBaHMil k paborte. B
YaCTHOCTH, TE€Ma OCBEIIEHA JIMIIb YaCTUYHO; JOMYIICHB (PaKTUYECKHE OIMOKU B
COJIep)KaHWU WIIM TIPH OTBETE Ha JIOTIOJIHUTEIBHBIE BOMPOCH; BO BPEMsI 3alUTHI
OTCYTCTBYET BBIBOJI.

OueHka «2» TeMa He pacKpbITa, 0OHAPYKUBAETCS CYIIECTBEHHOE HETTOHUMaHKE
MPOOGIIEMBI.

[TpaxTrue
CKHE
BalaHus

Ouenka «5» BbICTaBISETCS, €CIM 00yJarolniics akTUBHO pabOTaeT B TEYEHHE BCETO
MPaKTUYECKOrO 3aHATHUS, JaeT IOJIHbIe OTBEThl HAa BOMNPOCHI IpEnojaBaTeis B
COOTBETCTBUU C IJIAHOM MPAKTHYECKOTO

BaHSTHUSI M MOKA3bIBAET IPU 3TOM TIyOOKOE OBJIAJICHHE JIEKIIMOHHBIM MaTepHalIOM,
CIIOCOOEH BBIPA3UTh COOCTBEHHOE OTHOIICHWE IO JaHHOW MpoOsieMe, MPOSBISET
[YMEHHE CaMOCTOSATEIbHO M apryMEHTHPOBAHHO H3J1araTh MaTepuall, aHaJu3upOoBaTh
SIBIIEHUS W (AKTbl CO CCBUIKAMH HAa COOTBETCTBYIOLIME MCTOYHHUKH, [I€NaTh
CaMOCTOSITeNIbHbIE 0000IIEHUSI ¥ BBIBOJIbI, 3aKIIIOUEHUS, PEKOMEH/IalluH, TPaBUIILHO
BBITIOJTHSIET BCE TAIbl IPAKTUYECKOTO 3aJaHHsl.

Ouenka «4» BBICTaBIISIETCA MPHU YCIOBUHM COOJIIOJCHHS CIIEAYIOIIUX TPeOOBAHMIA:
00yJaroluiicsl aKTUBHO paboOTaeT B TEUYCHHE MPAKTUYECKOTO 3aHSTHUS, BOIPOCHI
OCBEILIEHbI ITOJIHO, U3JI0KECHHUS

MaTepuaa JOrHueckoe, 000CHOBaHHOE (paKTaMH, CO CChUIKAMH Ha COOTBETCTBYIOIIUE
MCTOYHUKH, OCBEIICHHUE BOIIPOCOB 3aBEPILEHO BHIBOJAMH, 00YUAIOIIUNCS O0OHAPY KU
YMEHHUE aHAM3UPOBATh (PAKThl U COOBITHS, a TAKXKE BBINOJHITH YUeOHBIC 3a/IaHUS.
Ho B oTBeTax MoMyIieHbl HETOYHOCTH, HEKOTOPbIE HE3HAUUTEIbHBIE OIIUOKU, UMEET
MECTO HEIOCTAaTOYHAas apryMEHTHPOBAaHHOCTh MPH H3JIOXKEHUM MaTepuaia,
HEJIO0CTAaTOYHO YE€TKO CAeNaHbl 00001eHUe 1 BHIBOJIBI.

Ouenka «3» BBICTaBISIETCS B TOM cliydae, Korja oOydarol[uiics B LIEJIOM OBIAJeN
CYTH BOIIPOCOB TI0 JIaHHOM TeMe, 00HAPYKUBAET 3HAHUE JIEKIIMOHHOTO MaTepuaia u
y4eOHOM TUTepaTypbl, MBITACTCS aHATU3UPOBATH (DAKTHI U COOBITHSI, AETATh BBIBOIBI
U pemaTh 3a1a4i. Ho Ha 3aHATHH BeieT ce0s MacCUBHO, OTBEYAET TOJBKO IO BEI30BY
MpernoaaBarens, 1aeT HEMOJHbIE OTBETHI Ha BOIMPOCHI, JOMYCKaeT rpyOble OITHOKH
MPU OCBEIICHUH TEOPETHUECKOTO MaTepuana, He MOXKeT 0OOOIIUTh U ClIeNaTh YETKUE
ITOTMYECKHE BEIBOJIBI.

OneHka «2» BBICTABIETCS B Cllyyae, Korja oOOydYarouuiics 0oOHapyKui
HECOCTOSITEIBHOCTh OCBETUTH BONPOCHI WJIM BOMNPOCHl OCBEIIEHBI HENPABUIIBHO,

6CCCI/ICTCMHO, C pr6LIMI/I OIJ_II/I6K8.MI/I, OTCYTCTBYIOT IIOHUMAHU OCHOBHOI1 CyTH

Crpanuna 77 u3 85



BOITPOCOB, BBIBOJIBI, 0000IICHHSI, 0OHAPYKEHO HEYMEHHUE PeliaTh Y4eOHbIC 3a1a4H.

Jlabopato
pHBIC
paboThI

Ouenka «5» cTaBUTCS, €CIIM CTYJIEHT JAEMOHCTPUPYET 3HAHHME TEOPETUUIMOCBSI3ZU
MPAaKTUYECKOr0 MaTepuaia Mo TeMe JIabopaTOpHOM pabOThI, OMpeaense
[M0KA3aTeJSIMU  YCIOBUM, JA€T NPAaBUIIBHBIM QITOPUTM DPELICHHUS, Ol
MEXAMCLIUIITIMHAPHBIE CBSA3H 110 YCJIOBHIO 3aaHMUSL.

Ouenka «4» CTaBUTCS, €CIIU CTYJIEHT IEMOHCTPUPYET 3HAHUE TEOPETUUECK
[PaKTUYECKOr0 MaTepuana Mo TeMe JabopaTopHON paboThl, HE3HAYPIOMycKas
HETOYHOCTH  MpPH  pEeHIeHHHd  3aJaHusl, HMesd  HEeMOJIHOe  TIC
MEXAMCIUIIIMHAPHBIX CBsI3€l NpH NpPaBUILHOM BbIOOpE anropuTMa

3a/1aHusl.

Ounenka «3» CTaBUTCA, €CIM CTYAEHT 3aTPYIHSETCA C MPaBUIBHON
MPEVIOKEHHOM 3a/1auu, JaeT HEMOJHBIA OTBET, TPEOYIOMUNA HABOMSIIHNX -
MpernojaBaTelis, BbIOOp ajlroputMa peleHus 3aJadyd BO3MOXKEH MpHU Ha
BOIIpOCax MPENoaaBaTelIs.

Ounenka «2» CTaBUTCS, €CIM CTYJAEHT JAaeT HEBEPHYIO OLEHKY C
HETPaBUJILHO BEIOMPAET aJTOPUTM JACHCTBHI.

CamocTos
TeJIbHAS
pabora

Ouenka «5» craBUTCS, €ClM OOYyYalOUIUiiCs AEMOHCTPUPYET 3HAHHE W3
MaTepuaia Mo TEME CaMOCTOSITENIbHOM paldoThl, OmpeAesnsieT B3auMOCBS3
MoKa3aTeNsIMM  3aJaud, JaéT MPaBWIbHBIN alIrOpUTM pEUICHUS, On
MEKIUCHUIUITMHAPHBIE CBA3H 110 YCIOBHIO 3aJaHUSL.

Ouenka «4» cTaBUTCS, €CIM OOYyYalOUIUIiCs AEMOHCTPUPYET 3HAHHE W3
MaTepuaiga IO TEME CaMOCTOSATENbHOM paloThl, Jomyckas He3Hadl
HETOYHOCTH MPU PEIICHUH 33]a4, UMes HEMOJIHOE TOHUMAaHNUE MEKIMCIIHIL]
CBsI3€H MPH MPaBUILHOM BBIOOPE aIropuT™Ma petieHus 3aJaHusl.

Ouenka «3» cTaBUTCS, €CIM 00yJaIOIIUNACS 3aTPYAHSIETCS C MPABUIBHBIM P
MPEIOAKEHHOTO 3a/IJaHuS, TAeT HETIOIHBIN OTBET, TPEOYIONINI HABOISIIMX °
mpernoaaBarens, BbIOOp aNropuTMa pelleHus 3aJaHus BOZMOXKEH MPHU Ha
BOIPOCax MpernoaBaTes.

OueHka «2» CTaBUTCS, €CJIM 00YJAIOIIUNCS HE BBITOIHUI MPEAT0OKEHHOE

3aJaHueE.

3.3. ®@oHA OLEHOYHBIX CPeICTB I MpoMexyTouHoil arrectauuu mo I[IM 02 3ammra
uHpopMmanuu B MHGOPMAIMOHHO-TEJIEKOMMYHHMKAIMOHHBIX CHCTEMAaX M CeTAX ¢
HCMOJIb30BAHNEM TMPOrPaMMHBIX M NPOrPaMMHO-ANNAPaTHBIX, B TOM 4YHCJe
KpUNTOrpaguyecKnx CpecTB 3alIUThI

IHACITIOPT

Hasnauenue:
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@oHJ OLICHOYHBIX CPEACTB MPEIHA3HAYEH U1 KOHTPOJIA U OLICHKU PE3YyJIbTATOB OCBOCHUS
[IM. 02 3ammra uHpOpMAIMKM B MHPOPMALMOHHO-TEIIEKOMMYHUKAITMOHHBIX CUCTEMaxX M CETAX C
WCIOJH30BAHUEM NPOTPAMMHBIX U MPOrPaMMHO-ANIAPATHBIX B TOM YHCJE KPHUNTOrpahuIecKux

cpeactB 3amuthl 1mo cnenuagbHocTH 10.02.04 ObGecneuenne uHGOPMAIMOHHONW 0O€30MacHOCTH
TCJIICKOMMYHUKAIIUOHHBIX CUCTCM.

1. 3AJAHUE JJIA DK3AMEHYIOIETI'OCA

OEJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJPKETHOE OBPA3OBATEJIBHOE YUPEXXJIEHUE
BBICHIET'O OBPA3OBAHUIA
«CAHKT-TIIETEPBYPI'CKHI I'OCYJIAPCTBEHHbIM YHUBEPCUTET TEJIEKOMMYHUKAILWM
UM. ITPO®. M. A. BOHY-BPYEBUYA»
(CIIOI'YT)
Cankr-IlerepOyprekuii komtemx TenekommyHukanuii uM. D.T. Kpenkerst

PaccMoTpeHo Ha 3acenaHnu Ixzamenayuonnstit 6unem Ne H YTBEPXAIO
kadeaper OITOC ITo mpodeccroHaTEHOMY MOTYJTIO 3amecTuTens JUPEKTOpa IO
2020r. [MM.02 3ammra nHGOpMaUH B y4eOHOU paboTe KoJIeka
3aB. kadeapsl MH(POPMALIMOHHO-TEIEKOMMYHHKAMOHHBIX M.V .[lakueBa
P.A.A>xurosa CHUCTEMaxX U CETAX C UCIIOJIB30BaHUEM

IIPOrpaMMHBIX U IPOrPaMMHO-aIIIapATHHIX B
TOM 4YHCIIe KpUIITOrpa(puIecKix cpeacTs
3aLIATHI

2020r.

CriennanbHOCTD
10.02.04 O6ecrniedeHre nHGHOPMAOHHOM
0€30I1aCHOCTH TEJIEKOMMYHUKAIMOHHBIX
CHCTEM

HucTpykuus ais odydawmmxcess BHuMmaTenpHO NpoYnTaiTe 3a1aHKeE.

Bpewms Beinosinenus 3aganus — 120 MUHyT

3amanue 1. BBIMOJIHUTE HACTPOWKY MPOrPaMMHBIX M IPOTPAMMHO-AMIIAPATHBIX CPEACTB 3alllUThI
nHpopManuu st o0ecredeHHs 3auThl HHGOPMaUK B MHGOPMAIIMOHHO-
TEJICKOMMYHUKAIUOHHBIX CUCTEMAaX U CETSIX

3amanue 2. BpImoaHUTE HACTPOWKY KpUNTOrpadUyecKHX CPeICTB 3alluThl WHGOpMaUUU s

oOecrieueHus 3allIUThI I/IH(1)OpMaI_II/II/I B I/IH(bOpMaI_[I/IOHHO'TGJ'ICKOMMYHI/IKaI_II/IOHHLIX CHUCTEMAX H
CCTAX

IIpenooasamens N.0. damunms
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1. IHAKET DK3AMEHATOPA

I a. YCJIOBUS
Bpewms Boinonnenus 3aganus — 120 MuHyT

Oo6opynoBanue:

. nocagouynsie MecTa ¢ [1K mo konnuecTBy oOyvaronuxcs; pabouee
MECTO Tpero/aBaTes;
. KaITbKYJISITOPBI.
PaboTa 00y4aromerocst OleHNBAETCs IyTeM YCTHOTO OTBETA C IEMOHCTPALIEH U MTOSICHEHUEM
BBITIOJTHEHHOU paboThl. JIMTEeIbHOCTH OTBETa — HE Oosee 10 MUHYT.

3ananus k s3x3ameny no I1M.02 3aummra nadopmanun B mHPOPMAIHOHHO-TETEKOMMYHHKANHOHHBIX
cucTeMax H ceTsix ¢ HCIOJIb30BAHHEM NMPOrpaMMHBIX H NMPOrpaMMHoO-
annapaTHbIX B TOM YyHcJie KpUITOrpaguyecKux cpeicTB 3allUThI

3ananue 1. BeImogHUTE HACTPOIKY MPOrpaMMHBIX W IPOrPaMMHO-ANIAPATHBIX CPEACTB 3aLUTHI
nHpopManuu Juist o0ecredeHus 3aluThl THPOopMaIMK B MH(OOPMALMOHHO-TEJIEKOMMYHHUKAIIHOHHBIX
CUCTEMaX U CeTsX

1. 3agava mo Hactpoiike 6e3onacHocTr OC Windows:

« IHar 1: YcranoButs OC Windows Ha BUPTYaIbHYIO MalIUHY.

« IHar 2: HacTpouTh NOAUTHUKY MAposiei U OIOKUPOBKY IKpaHa.

 [lar 3: HacTpouTh aHTHBUPYCHYIO MNpPOrpamMMy M 3aIUIAaHUPOBATh €XKEIHEBHYIO IMPOBEPKY

CUCTEMBI.

» Illar 4: HacTpouTh MEXCETEBOM SKPaH U OTKPBITh TOJIHKO HEOOXOIUMBIE TTOPTHI.

» Illar 5: Hactpouts o6HOBIeHUs OC 1 MPUIIOKEHUH I YCTPAHSHUS YSI3BUMOCTEH.

« [ar 6: 3anaHupoOBaTh PE3€PBHOE KOMMPOBAHKUE TAHHBIX.

2. Pa3pabotka mojenu 6e30MacHOCTH Ha OCHOBE MaHIaTHOW MOJIUTUKHU:

« Iar 1: Onpenenuts ypoBHU JOCTYIIA MOJIb30BaTENIel U OOBEKTOB B CUCTEME.

« Ilar 2: Co3nath Tabnuily JOCTYyTa, ONPEAEISIONIYIO [TpaBa JOCTyIa MoJib30BaTeseil K 00beKTamMm

CUCTEMBI.

» Ilar 3: HacTtpouTh NOAUTHUKY OE30MMACHOCTH Ha OCHOBE CO3/IaHHOM TaOJIULIBI.

» Ilar 4: Co3naTh NOIH30BATEINS U IPOBEPUTH MIpaBa JIOCTYyIA.

3. Pa3paboTrka Mozaenu 6e30MacHOCTH Ha OCHOBE POJIEBOM MOJIUTUKH:

« Ilar 1: Onpenenuth poiu MOIb30BaTENEH U OOBEKTHI, K KOTOPHIM OHH UMEIOT JOCTYII.

» Iar 2: Co3xate TabnuIly poJiei, OMPEaeIISIONIYIO CBSI3b MEX/IY POISIMU U OOBEKTAMH CHCTEMBI.

» Ilar 3: HacTpouTh MOAUTHUKY OE30MACHOCTH HA OCHOBE CO3/IaHHOM TaOJIUIIBI.

» Ilar 4: Co3naTh NOJAB30BATENS U HA3HAYUTH €MY POJIb.

4. Pe3epBupoBaHUE JaHHBIX:

+ [lar 1: OnpenenuTs 1aHHbIE, KOTOPbIe TPeOYyeTCsl pe3epBUPOBATH.

+ [lar 2: Beibpats nporpaMMHoe oOecrieueHue Jisi pe3epBHOI0 KOITUPOBAHUSL.

» Ilar 3: HacTtpouTs pacnucanue pe3epBHOrO KOIUPOBAHUS.

» Iar 4: I[IpoBepuTh KOPPEKTHOCTH PE3EPBHOTO KOMMPOBAHUS.
. Pasrpannuenue noctyna 8 OC Windows:

W

Ilar 1: CO3,Z[E[TB I'pyHIibI MOJIb30BaTelIe U Ha3HAUYUTh UM ImpaBa JOCTYIIA.

Ilar 2: CO3,Z[E[TB II0JIb30BaTelIe 1 HAa3HAYUTh UX B HYKHBIC I'PYIIIIbI.

Hlar 3: Hactpouts npaBa octyna K (ailiam 1 rnamnkam.
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ar 4: [IpoBepuTh KOPPEKTHOCTH HACTPOEK.

. HacTpoiika MeXCeTeBOro 3KpaHa:

[ar 1: OnpenenuTs mpaBuia I0CTyIa K CETH.

Hlar 2: HactpouTs npaBuiia (pUIbTpaMy MaKeTOB U IOCTYTA K ornpeaesieHHbpIM nopram. ar 3:
Hactpouts crucok wuckmouenuii. [llar 4: IlpoBepuTh pabOTOCIIOCOOHOCTH MEXKCETEBOTO
JKpaHa.

. Hactpoiika VPN:

[ar 1: YcranoButs 1 Hactpouth VPN-cepsep.

Hlar 2: Co3zgats mpo¢uim Noabp30BaTeNIei M HA3HAYUTH UM IIpaBa AOCTYyIA.
Hlar 3: Hactpouts mmdppoBanue Tpaduka u ceprudukaTsl 6€30MaCHOCTH.
[ar 4: [Tposeputs padoty VPN-coennneHus.

. Hactpoiika cuctembl 0OHapyXeHHUSI BTOPKEHUM:

Har 1: YcraHoBUTE U HACTPOUTH cUCTEMY OOHapykeHus BTop:keHuit (IDS/IPS).
Har 2: Co3naTh npaBuia 0OHAPYKEHUSI BTOPKEHUM U NCKITIOYEHHUS.

[ar 3: HacTpouTh OMOBEIICHHE O BOBMOXKHBIX aTaKax.

[ar 4: ITpoBeputh pabOTy CUCTEMBI OOHAPYIKEHHUST BTOPIKCHHIA.

. Opl"aHI/ISaHI/IH 3alIUThI KOMHBIOTepHOﬁ CHUCTEMBI:

[Har 1: OueHuTh yI3BUMOCTH KOMIIBIOTEPHOM CHCTEMBI.

[Iar 2: YcTaHOBUTH M HACTPOUTH HEOOXOIUMOE ITPOTPaMMHOE | ammapaTHoe oOecreueHue.
[ar 3: Pa3paboTaTh cTpaTeruo 03KanupoBaHUs U pe3€PBHOTO KOMMMPOBAHUS TAHHBIX.
[IIar 4: TIpoBecTn TeCTUPOBAHUE HA TPOHUKHOBEHHUE.

10. Hacrpoiika oTaenoB u rpynmnoBbix noauTuk B DLP-cucreme Search Inform:

[IIar 1: Co3natk rpynisl NOJIb30BATENIECH U OTIEIIOB.

ar 2: HactpouTs npaBuia oOHapyKEHUs U KOHTPOJIS Mepeaud KOHUACHIUAIbHBIX TaHHBIX.
[ar 3: HacTponuTh MOHUTOPUHT M OTOBEIICHUE O HAPYIIEHUSIX OC30MaCHOCTH.

[ar 4: ITpoBeputs paboTOCTIOCOOHOCTH cCTEMBI DLP.

11. Hacrpoiika cucteMbl 0OHApYKEHUST BTOPIKCHUIA:

[ar 1: YcTaHOBUTH IPOrpaMMy CHCTEMbI OOHAPYKEHUS BTOPKEHUH (Hampumep, Snort).
[ar 2: Co3nate (aiin KoHpHUrypaluu MpoTrpaMMBl.

[ar 3: HactpouTh npaBuiia oOHapYyKEHHS BTOPKEHUH.

[ar 4: ITpoBepuTh paboOTy MpOrpaMMbl Ha TECTOBOU Cpejie.

12. Opranuzanus 3aUThl KOMITBIOTEPHOW CHCTEMBI:

[ar 1: OueHuts yA3BUMOCTH CUCTEMBI.

Hlar 2: YcTaHOBUTH aHTUBUPYCHOE IPOrpaMMHOE 0OecTIedeHue.

[ar 3: HacTpouTs NpaBuiia MEKCETEBOIO IKpaHa.

Hlar 4: Hactpouts cucreMy 0OHapy>KE€HHsI BTOPKEHUH.

[ar 5: HacTpouTs pe3epBHOE KOMUPOBAHUE NAHHBIX.

Hlar 6: [IpoBecTn 0OyueHHe Moap30BaTesel BonpocaMm HH(GOpMaIMOHHOM 6€30MaCHOCTH.

13. Hactpoiika oTnenoB u rpynnoBsix noautuk B DLP-cucreme Search Inform:

Hlar 1: YcranoButs nporpammy DLP-cucremsr Search Inform.

[ar 2: Co3naTh OTAEIBI U TPYNIIBI OJIb30BATENEH.

ar 3: HactpouTs npaBa A0CTyIa A KaXXA0W TPYIIIbI I0JIb30BaTENEN.

Hlar 4: HactpouTh mpaBUjia MOHHUTOPHHIa W OJOKUPOBKM JAaHHBIX B COOTBETCTBUHM C
TpeOOBaHUSMHU KOMITAaHHH.

Hlar 5: [IpoBeputh pabOTy CUCTEMBI HA TECTOBBIX JaHHBIX.

14. Hacrpoiika 6e3onacHoct Wi-Fi-cetn:
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Hlar 1: OnpenenuTs TUI MUGPOBAHUSA U YCTAHOBUTH €TO.

ar 2: HacTpouTs naposp A0CTyIa K CETH.

[ar 3: Orpannuuts goctyn k cetu o MAC-aapecam ycTpoucTs.
ar 4: [IpoBepuTh KOPPEKTHOCTH HACTPOEK.

15. Pa3paboTka MOJUTHKHU yJIAICHHOTO JOCTYIIa K CepBepam:

[Har 1: OnpenenuTs COUCOK MOJIB30BATEICH U UX IIPaBa AOCTyIA.
[ar 2: HacTpouTk yaaneHHbIN A0CTyN 110 npoTokoiay SSH.

Mar 3: Orpannuuts goctyn no [P-agpecam.

ar 4: [IpoBepuTh KOPPEKTHOCTH HACTPOEK.

16. Hactpoiika cucTeMbl aHTUBUPYCHOM 3alUTHI:

Hlar 1: YcranoButs antuBupycHoe I10 Ha koMIbroTED.

ar 2: HacTpouTh aBTOMaTHYECKHUE MTPOBEPKHU (DaiiioB U AUPEKTOPUH.

[ar 3: HactpouTh aBTOMaTHYECKHE OOHOBJIEHHSI aHTUBUPYCHOM 0a3bl TaHHBIX.
[ar 4: [IpoBepuTh KOPPEKTHOCTH HACTPOEK.

17. Pa3paboTka MexaHHU3Ma pe3epBHOTO KOMUPOBAHUS JaHHbBIX:

Har 1: Onpenenuts coucok GaiyioB U TUPEKTOPUIL ISl pe3epBHOTO KOMMUPOBAHMUSL.

Hlar 2: Bri6path METOJl PE3EPBHOrO0  KOMHPOBAHUS (IOJIHBIMH,
WHKpEMEHTAJIbHBIN, T depeHInaIbHbIi).

[ar 3: HacTpouTs pacnucanue pe3epBHOTO KOIMPOBAHUSI.

[ar 4: ITpoBepHUTh KOPPEKTHOCTH HACTPOEK.

18. Hacrpoiika Mmexanu3zma mudpoBanus ¢Gaiios:

[ar 1: Ycranosuts 110 ansa mudpoBanus daiinos.

[ar 2: Co3naTe K104 MG POBAHUSI.

[ar 3: HacTpouTs mpaBa AocTyna K 3amm@poBaHHBIM (aiiiam.
[IIar 4: TIpoBepUTh KOPPEKTHOCTH HACTPOEK.

19. Pa3zpaboTka moauTHKH O0€30MTaCHOCTH CETEBBIX CITYKO:

Har 1: OnpenenuTh COUCOK CETEBBIX CITYkO, JOCTYMHBIX JUISl HCIIOJIb30BAHUS.

ar 2: OnpenenuTh COUCOK MOJIb30BAaTENEH U UX MpaBa JOCTYIMa K CETEBBIM CITy:K0aMm.
[Har 3: OrpaHnyuTh AOCTYN K CETEBBIM ciyk0am o [P-anpecam.

[IIar 4: TIpoBepuTh KOPPEKTHOCTH HACTPOEK.

20. Hactpoiika npotokonupoBanus coobiTuii B OC Windows:

ar 1: OTKpBITE HEHTP yNpaBiIeHUsS 0€30MaCHOCTBIO.

ar 2: Beibpats omuto "AyauT coobITHil".

[Iar 3: HactpouTs mapamMeTpsl MPOTOKOJIMPOBAHKS COOBITHI B COOTBETCTBHU C TPEOOBAHUAMU
0€30IaCHOCTH.

[ar 4: [TpoBepUTh NMPaBUIBHOCTh HACTPOEK.

21. Hactpoiika cucTeMbl KOHTPOJIS LEIOCTHOCTH (PaityIoB:

Hlar 1: YcTaHOBUTH MpOrpaMMmy KOHTPOJIS LIETOCTHOCTH (paiiioB, Harpumep, Tripwire.
Hlar 2: Co3znats 6a3y JaHHBIX JUIS XpaHEHHUS HHPOPMALIMU O KOHTPOIMPYEMBIX (aiiiax.
Hlar 3: HactpouTs cuctemMy it KOHTPOJIS LIEIOCTHOCTH (haitiioB.

Hlar 4: [IpoBeputh paboTy CUCTEMBI KOHTPOJIS LIETOCTHOCTH (hailyioB.

22. Pa3paboTka 1 HaCTpOMKa CUCTEMbI IIHM(PPOBAHUS JAHHBIX:

Hlar 1: Bei6paTts nporpaMMHoe obecrieueHue i IuQppoBaHus TaHHbIX, Hanpumep, VeraCrypt.
Hlar 2: YcTaHOBUTH U HACTPOUTH MIPOrpamMMy IUPPOBAHUS.

Hlar 3: Co3nath 3amu@poBaHHBIA TOM JJIsl XpaHEHUS TaHHBIX.

Hlar 4: [IpoBepuUTh NpaBUIBHOCTH HACTPOEK CHCTEMBI IHU(POBAHUSL.

Crpanuna 82 u3 85



23. Hacrpoiika cHCTeMbI KOHTPOJIS JOCTYIIAa K CETEBBIM pecypcam:

« Hlar 1: BeiOpats nporpamMmHoe obecrieueHHe Al KOHTPOJIS JOCTyNa K CETEBBIM pecypcam,
Hanpumep, Access Manager.

« Ilar 2: YcTaHOBUTH U HACTPOUTH IIPOrPaMMy KOHTPOJIS IOCTYIIA K CETEBBIM PECYPCAM.

» IHar 3: Co3naTthk npaBuia 10CTyna Ajs MOJIb30BaTENEH U IPYIII I0JIb30BaTENIEH.

» Ilar 4: [IpoBepuTh paboTy CUCTEMBI KOHTPOJIS I0CTyIIa K CETEBBIM PECYPCAM.

24. Pa3paboTKa M HaCTPOWKa CHCTEMbl MOHUTOPUHTa 0€30MaCHOCTH:

« [lar 1: BsiOpaTh mporpaMMHoe obOecnieueHHe [Uii MOHHTOPWUHTa OE30MaCHOCTH, HAIpuMeEp,
Security Center.

« Hlar 2: YcTaHOBUTH U HACTPOUTH MPOrPaMMy MOHHTOPUHTA O€30IaCHOCTH.

« IHar 3: Co3naTh npaBuia MOHUTOPUHTA AJ1s1 OOHAPYXKEHUS YIpo3 OE30MMaCHOCTH.

+ Ilar 4: [IpoBepuTh paboTy CHCTEMbl MOHUTOPHHIA OE30MACHOCTH.

25. Hacrpoiika ouomerpudeckoit ayrentudukamun B OC Windows 10:

« Ilar 1: IIpoBepuTs mojAepKUBAETCS JIM Balle YCTPONCTBO CUUTHIBAHUS OMOMETPHUUECKUX
mauabelx B Windows 10.

 [Illar 2: HacTpouTh yCcTpOWCTBO CUMTHIBAHUS B JpaiiBepax Windows.

« IHar 3: HactpouTs mapameTpbl ayTeHTH(PHUKAIUU Yyepe3 OMOMETPHIO.

 [llar 4: [IpoBeputh paboTOCIIOCOOHOCTH ayTCHTH(UKAIINH Yepe3 OMOMETPHIO.

3amanre 2. BBIMOMHWUTE HACTPOWKY KPUNTOrpadUUecKHX CPEACTB 3allUuThl MH(POPMAIMH IS
oOecriedeHus 3alIUThl HHGOpMAIUU B UHPOPMAIIMOHHO-TEJIEKOMMYHUKALIMOHHBIX CUCTEMAaX U CETIX

1. Vcranosute VipNet/SecretNet Ha cepBep U HACTPOUTE €ro A1 padOTHI B Balllel CETH.
Hacrpoiite ayrentudukanuro noms3oBareneid VipNet/SecretNet uepes Active Directory.

3. Coznaiite moautuku 6e3onacHocTH Aiia VipNet/SecretNet, 4ToObI OrpaHUYHTH JOCTYI K
pecypcam CeTH TOJIBKO I aBTOPHU30BAHHBIX TOJb30BATEIICH.

4. Hacrpoiite muppoBaHUE JTAHHBIX U BceX Tpadwuka, IIPOXOIALIErO
uepes
VipNet/SecretNet.

5. Hactpoiite VipNet/SecretNet mns paboTel B pexxume "TyHHENIbHOro" mugpoBaHwus,
YTOOBI 3aIUTUTH JaHHBIE, TIEpejaBacMble Yepe3 OTKPHIThIE CETH, TaKue Kak MHTepHeT.

6. Hactpoiite ¢punpTparuio Tpaduka, 4To0Obl OJOKHPOBATH MOIMBITKM HEABTOPHU30BAHHOTO
JIOCTYTIa K CETH.

7. Hacrtpoiite MOHUTOPUHT U XypHanupoBanue 111 VipNet/SecretNet, 4ToObI OTCIEKUBATH
T00BIe TOTBITKYA HApYIICHUS O€30MaCHOCTH.

8. Hactpoiite cucremy yBeaomileHUH, YTOObI OBICTPO pearupoBaTh Ha JIIOObIE MOIMBITKU
HapyIeHus: 0€30MacHOCTH.

9. Cozpaiite npoduiau monb3oBaTesell A yHOpaBieHUs JOCTYIIOM K pecypcaMm B Ballel
CeTH.

10. HactpoiiTe rpynmsl noyib30BaTesei Ui JerKoro yrpaBieHus J0CTYIIOM K PeCypcaM.

11. Hacrpoiite nonautuku maponeid s VipNet/SecretNet, uToObl rapaHTHpOBaTh, YTO BCE
TIAPOJIN CJIOKHBI U U3MEHSIOTCS PETYISAPHO.

12. Hactpoiite (yHKIMIO OJIOKMPOBKH I0JIb30BaTEeH, YTOOBI MPEIOTBPATUTh HEyJauHble
MIOTIBITKH ayTEeHTH(PHUKALINH.
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13.

14.
15.
16.
17.

18.

19.

20.
21.

22.

23.

24,

25.

Co3pgaiite oTueTbl 00 AKTUBHOCTHM IIOJb30BAaTEiCH, YTOOBI OTCICKUBATL JIFOOBIE
MOJIO3PUTEIIbHBIE ICUCTBHUS.

Hactpotite mexanu3mel 3amuthl oT DDoS-arak mis VipNet/SecretNet.

Hacrpoiite mexanu3mel 3amuthl oT ARP-arak 1is VipNet/SecretNet.

Hacrpotite mexanu3msl 3amuThl oT [P-atak st VipNet/SecretNet.

Hactpolite QpyHKIINIO BOCCTAaHOBJICHHUS TIOCIE COOsI, YTOOBI OBICTPO BEPHYTH
VipNet/SecretNet k pabore B cirydae cOOst HITM OTKa3a.

Hacrtpoiite ¢QyHKIUIO pe3epBHpOBaHUS, YTOOBI 00ECIEYUTHh HENPEPHIBHYIO PpadboTy
VipNet/SecretNet B citydae oTkaza 000py/10BaHuUS.

Hacrpoiite VipNet/SecretNet st paboTsl ¢ APyTHUMHU CPEACTBAMHE 3aITUTHI HHPOPMAIHH,
TaKUMH KaK aHTUBUPYCHOE MPOrPaMMHOE 00eCTieueHNe UITH MEKCETEBON IKpaH.
Hacrpoiite VipNet/SecretNet mist paboThl B BUPTYalIbHOM cpeie.

Hactpoiite VipNet/SecretNet mis paboThl ¢ pa3TUYHBIME OTIEPAIIMOHHBIMU CUCTEMaMH,
TakuMu kKak Windows, Linux, macOS u T.1.

Coznaiite u Hactpoiite VPN-TyHHenu [uisi yJaJICHHBIX TOJIb30BATENeH, YTOOBI
obecrieunTh O€30MacHbIN JOCTYI K pecypcaM CeTH U3 000 TOYKH MHpA.

HactpoiiTe MexaHW3MBI TPOBEPKH IIEJIOCTHOCTH JaHHBIX, YTOOBI OOHAPYXUBATh W
MPEIOTBPAIIATE JIFOOBIC MTOMBITKA W3MEHEHUS WK TTOJIMEHBI JIAHHBIX.

Hactpoiite VipNet/SecretNet nnst pa®oTbl B pazIuYHBIX peXUMax MHU(POBAHUS,
nanpumep, AES, DES, RSA u 1.71., B 3aBUCHIMOCTH OT TIOTPEOHOCTEN Balllei CETH.
Hacrtpoiite VipNet/SecretNet nns aBTOMaTH4eckoro OOHOBJICHHMsI W OOHOBJICHUS
0e30macHOCTH, YTOOBI TApaHTUPOBATh, YTO Ballla CETh BCET/Ia 3aIIMIIICHa OT HOBBIX YIPO3
U YSA3BUMOCTEH.

III 6. KPUTEPUU OLHIEHKHA
Kpurtepnu onieHKH 0TBeTa, 3K3aMeHYIOLIErocsi:

OLICHKA «5» | — TIOJHOCTBIO PACKPBITO COJICPKAHNE MaTepralia B 00beMe, MPelyCMOTPEHHOM

MPOrpamMMoii;

— W3IIOXEH MaTepuall TPaMOTHBIM SI3BIKOM B OTIPEAETICHHON JIOTHYECKOM
ITOCIIEA0BATENFHOCTH, TOYHO HCIIONB3YS CIEIHATH3NPOBAHHYIO TEPMUHOIIOTHIO 1
CHUMBOITHKY;

— TPaBWIBHO BBINIOJHEHO Tpaduueckoe HW300pakeHHe, CXeMy, MOEb, IMPOrpaMMmy]|
COITYTCTBYIOIIWE OTBETY

OILICHKA «4» | — oTBeT YAOBJIETBOPAET B OCHOBHOM Tpe60BaHI/I$IM Ha OLCHKY «5)), HO IIpHU 3TOM HMECT)

OJIH U3 HEJOCTATKOB:

— B U3JIOKEHUM [ONMYyLICHbl HEOONbLIME MPOOENbl, HE HMCKA3MBIIME JIOTMYECKOTO H
HH(OPMALMOHHOTO COAECPKAHUS OTBETA;

— JomyieHbl omuOKa uiM 0osiee AByX HEJOYETOB B TpauiueckoM MpeacTaBIeHUH
MaTepHaa.

OIICHKA «3» | — HENoJIHO WJIM HENOCIEI0BATEIbLHO PACKpPBITO COACPIKAHUEC MaTCpUalla, HO ITOKA3aHO

06]]_[66 IIOHMMAHUE BOIIpOCa W MPOACMOHCTPHUPOBAHBI YMCHUS, NOCTATOYHBLIC [JId
,I[aJ'IBHefIH.IeFO YCBOCHU: ITIPOIrpaMMHOI0 MaTepuaja,

— HWMCIHUCh 3aTPyAHCHUA WM  OOITYHICHBI OIIMOKU B OImpeacICHUN HOHHTHﬁ,
HCIOJIb30BAHUUN TCPMUHOJIOTUU, MOJLCIIAX, 6HOK-CXCM, I‘pa(l)I/IKOB.

OILICHKAa «2» | - He PACKPBITO OCHOBHOC COACPIKAHUC MaTCpHala,

— OOHapyXeHO HEe3HaHWE WM HENOHMMaHHe oOydarommmcsi Ooibliedl uian HauOojee
BaXHOH yacTH y4eOHOTO MaTepuaa,
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—  JIOMYUICHBI OIIMOKHU B ONPEACICHUHU TIOHSATHH, IIPU UCIIOJIb30BaHUU TEPMUHOJIOTHH, B
MOJICIISIX,
— Onok-cxeMm, rpaguKoOB

I[OHOHHI/ITGHLHO YICHAaMU KOMUCCUU ITPHU OLICHUBAHWUN 06yanomer0051 YUUTBIBAKOTCA:

IMoka3aTesin OLIEHKH pe3yJibTaTa Ouenka
(na / Her)

I'pamMOTHOCTB peur Mpu YCTHOM 0OOCHOBaHWH MaTepHaia

ApryMeHTHPOBAHHOCTb U3JI0KEHHSI MaTepraia

Co0umroicHHEe periiaMeHTa OTBETOB

CnocoOHOCTE MIPOABJIATE OTBETCTBCHHOCTD 3a PE3YyJIbTAT BBINIOJTHECHUA 3aJaHUA

I'pamoTtHOCTh Hcionk3oBanusg UKT npu Beibope matepuana

CooOumonenne mpoheCCHOHAIBHOM STUKHU IPH OTBETE

4. JUCT COI'IACOBAHUSA
Jonmosnenust u usMenenust Kk komiiekry KOC

Hononnenus u nameHenus k komruiekty KOC Ha y4eOHBIN TOJT TTO

PO eCCHOHATBHOMY MOYJTIO

B xommiiexkt KOC BHeCeHBI clieIyIoIne N3MEHEHHS:

HOHOJ’IHCHI/IHI/I n3MeHeHus B komiiekre KOC 06CY)K,I[CHBI Ha 3aCcJaHuN HpeﬂMeTHOﬁ
HHKHOBOﬁ KOMHCCHH HHq)OpMaHHOHHOﬁ 0e30macHOCTH TCJICKOMMYHHUKAITUOHHBIX CUCTEM

« » 20 r. (mpoTokoi No ).

3aB. xadeapsl P. A. Axuroa
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